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Abstract

To address the low efficiency of the “stop-and-wait” protocol in over-the-air (OTA) upgrades for IoT
devices, this paper proposes a two-layer upgrade scheme. The transport layer adopts a selective
retransmission mechanism based on batch distribution and receiver-initiated error requests; the
storage layer designs an A/B partition atomic update architecture adapted to raw flash memory.
The simulation uses a Markov burstloss model and compares the traditional stop-and-wait protocol,
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CoAP block-wise transfer, and the proposed protocol. Results show that under 1%~5% packet loss
rates, the proposed protocol reduces upgrade time by 84.4%~84.6% compared with the traditional
scheme, and by approximately 84.4%~84.6% compared with CoAP. At a 5% packet loss rate, the
success rates are 88.8% (traditional), 88.5% (CoAP), and 99.1% (proposed). Under 5% burst loss,
the success rates are 72.3% (traditional), 71.9% (CoAP), and 97.8% (proposed). This paper also
theoretically elaborates on firmware signature verification and control message retransmission
mechanisms, enhancing security and robustness. The proposed scheme provides an efficient and
reliable upgrade solution for resource-constrained IoT devices.
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Table 1. Comparison of IoT OTA transmission protocol characteristics
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Figure 1. Interaction flowchart of the optimized trans-
mission protocol
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Figure 2. Data flow diagram of the atomic update storage architecture
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