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Abstract

In response to the security threats such as identity forgery, data eavesdropping and tampering
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faced by smart meters in the advanced metering infrastructure of smart grids, as well as the defi-
ciencies of existing authentication schemes in terms of computational overhead, key management,
forward secrecy and systematic application of national cryptographic algorithms, this paper pro-
poses a two-stage hybrid identity authentication protocol based on SM2 and SM3. This protocol
adopts a “layered-hybrid” cryptographic architecture, restricting the high-overhead SM2 elliptic
curve public key operation to the initial device registration stage to achieve strong two-way identity
authentication and long-term master key negotiation; in the daily high-frequency communication
stage, it is completely based on SM3-HMAC and SM4 symmetric encryption to achieve lightweight
re-authentication and dynamic derivation of session keys, achieving the effect of key separation and
depth defense where long-term keys are only used for authentication and short-term keys are ex-
clusively used for encryption. The protocol does not require a real-time online trusted third party,
avoiding single point of failure and performance bottlenecks. Through functional tests, perfor-
mance tests and security attack tests in a simulation environment, the results show that the calcu-
lation time on the meter side in the daily communication stage is only 3.39 ms, about 65% lower
than the first stage, and the communication overhead is only 169 bytes; the protocol can effectively
resist spoofing, replay and tampering attacks, and meet forward secrecy. Formal analysis (ProVerif)
further verifies the confidentiality and two-way authentication properties of the protocol. Com-
pared with existing representative schemes, this protocol achieves a better balance between secu-
rity and computational/communication efficiency while realizing the systematic compliance appli-
cation of national cryptographic algorithms (SM2/SM3/SM4), providing a feasible technical refer-
ence for the autonomous and controllable security construction of smart grids.
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Figure 1. System model diagram
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F 8 SEREVERS SR, BECRAT 9 TR ST RIS o

HCPUE PR it : P UCR A B B it KR MS U T S0, 21E% 8 SKAVH T
HAEme, —H MR . BB BRI B PR A AT R, R AL v
iR B EARE Z: B BEE T MS SR EER s iE A S, BIE MS it FE A
SRR RIS, T S A W 2 A AN PR A

HPL L FEIP AT KIAE B MS AL T HR A T AR 5 RMEAE RS b, SO R O 22
B MS I8t BRIOE SCT AR AR B s SRIE SRS XU T R I IR S (AR B K S
Al BER B AAE, AN KA ZFDIRES.

MPUELRS TG 5 B, MK G EeERBNEIN, , IR A% R Auth, J5 4 0T
HMAC M HIRA, & 70 FEFE . HEINEE R ELN SM3-HMAC, THEFFH
/N, FLAT GG T 1P BB 13 14 45236 R 1) 62 s ik — 2 38 5 7 ) e

RAFER A DoS Buai 73 M1 5 G2t : 7E WM EE W B, R T5 MBS i A B LB 3 218 R A
Bl B KBS 2GR, SEMCPAARIERER . AZMANRIGE, BUCRECL T 5 8 IP 15 RiER
BRI PSEHEEAS TP Hbhik 21 SRATE BT BR B (A AR 5 7K), ABFRIIGES B4 TOIRASBENIAE
&%%ﬂ%%%%@ﬁ%ﬂﬁﬁ&&ﬁ%ﬁi%ﬁﬁ%%&%mm=WHQJ%MMWM,
Forr K, D9 S A % B 5 AT 49 T D - 7RI 58 BEVEAR RS Z I, R RALT B R s Ay S5 e A 1
RV R e (A

PLEArHraR B, Z MR A Rt 2 A B I, R XURAE . BN . Sl S AR ST R
Roe RS2 4 HiR.

3.4.2. AU REDH

NP IRAEASC TR b 2 A, SRAT B st 2 2 URAIE T H: ProVerif X phsiE AT AL 2
BE5 0 H7 . ProVerif 2T Pi S, BEVSIEMI M AIHTBGETE. MU E SR, T2 N T %
PRSI AL IS TR AT

1) B
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Y AR R SR ) A AU I8 € SCHA [ #h 2k Diffie-Hellman % 1 52 #t (exp(exp(g,x),y) =
exp(exp(g.y).X))~ &4 I (getmsg(sign(m,sk)) = m) LA KX FR N (dec(enc(x,k),k) = x). HMAC 1 KDF i
LA G 7y BB A, BUali s Toikil

Wi # 8. SR A Dolev-Yao 58 &#HIRA, Kl nl oilfr. Bo. B HIEERHE, (EER
TR J2 55 0 2 S A ) R HE P

Z 4= B (Queries): BE ZREAMLAEM:

BUEE P ) - B0 UE B0 #5275 A8 SR UK 1 3 254 MS . 216 % 87 SK B ' R34 Data (RP attacker
(MasterSecret[]) %2 &5 N1 -

WIETE AR W S0 R P& B B A4 %) B 1 (Correspondence Assertion), 4%:

event(phasel complete(T id,G_id)) ==> event(phasel started(T id,G _id))

(I BOE R L AT T R)

event(end gateway verified(T id)) ==> event(begin terminal challenge(T id))

(M 5% 58 Rt 283 A IE 2 H, - 23 UK RS Bk k)

event(end terminal verified(T id)) ==> event(begin_gateway challenge(T _id))

(£ 3 58 B Y G A IE Z BT, R L 250K S Pk R

2) Wik

ProVerif 1247 ok th T A4 RN true, BAMBUEICS T3 2.

Table 2. Formal verification results of ProVerif

%% 2. ProVerif Fe LI IELE R

EiRE HHAR ZR
B 1 not attacker(MasterSecret[]) (K31 3= 25 4 it 52 True
B 1 not attacker(SessionKey[]) (214 % 53t %) True
WL not attacker(SecretData[]) (F] /-~ £ ittt %) True
PR event(phasel _complete(id1,id2)) ==> event(phasel_started(id1,id2)) True
MNTR S event(end_gateway_verified(id)) ==> event(begin_terminal challenge(id)) True
PR event(end_terminal_verified(id)) ==> event(begin_gateway_challenge(id)) True

NG R UE 4 PR

ret[]) is true.

fied(id)) ==> event (begi
verified(id)) ==> event (begi oW challenge (id)) is true.

complete (idl, id2)) ==> event(

Figure 4. The output result of ProVerif formal analysis

4. ProVerif Fe L DRI HLER
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3) diR ot

WL PE R R X 3 TEik3R S MS. SK K A&Hi) Data. XK B P 7E Dolev-Yao BB REAEHE
U BN G A B SR, SR 7 BRI .

by Q1 87 N1 Pt O VA 7 e e 9 ) ARV A

BB B N AELRIE: RA XTI E R SM2 B A WAE I E AR ML EZmE Z2 5,
phasel_complete Fiff A 2k Az, HiZHMF—x KT phasel started 2 &, A% SEHL T 3T A8HUE T 58
L] B 43 IAIE o

BB BT N MR E : end gateway verified FH f 2 4R £ i begin terminal challenge , H.
end terminal verified RFEFE begin gateway challenge. X i R i LM MS HI&7k 267 fgil i
Pk - ma SAUE, GEBH TS R BUR B HMAC AEALHI R IR

ST SISAT RS . BT MS. SK. Data BI#E R AT g M E R EL,  HAR IR SRR
By SK, PG 2 B B S a1l B AL ) Bt H AR

4) i

ProVerif &AL AT IE BIASCHMUAENLZE M . AHELIE . ST RIS OG22 4 @ 1tk B 351ik 3 Wit
2R, S9ERAN 2R e 8, #F— PR T .

4. WS 54

VA A SCEE T SM2/SM3 XU B iR S A IE P I PE e 5 22 4 1, FEZBIC A LM (Windows 11, Py-
thon 3.12.6, gmssl [F %5 ) F 405 G R 5 M OGBS, WL IEIR %N 10 ms, A time.perf counter()(fil
FOIR ) o & AR AR RE I, dad FnyH B A B v B S 7 A SIS EE: 13 4R19-13900HX(2.20 GHz),
32 GB RAM, HLES5MINFENPLEMA, @it AN B . ARSI G UE P SGB S HIxHERE, 45
RAREBRTRNAT RN, 5820347 B RV

4.1. il ThEE 5 1E F 14 aE

B RIGUE M B IE R TAEFE . 384T — KA — B BE(WILRTEM)FI 20 VREE B (H % 216). SLIR4S
BRI B BB 20 IREEATIL, BINE N 100%. k4G 5e s HMAC WAIE . 215 %40 SK
JRA . SM4 B nag SR, Rt iir@E, IE G E R .
4.2. HEEMR 594
4.2.1. i EIBEHFHE

ME 3 ATLLER, 5 BB TITA AHEHE, BHEMERN KL 65%. £ELRARTE
(FEREAEINIE), SM2 fiFeFERt 7] BE ik 300 ms, 1] HMAC + SM4 {X754) 20 ms, ALBCRTE B3 . 781K
SEIR LS, B B BUBFER ORISR — B BE) 30%;  FERSHEL = 4B IR (10 ms) 48, P BFER AT, 1H
B BB ORI, AR T RS S R AR, FEFEAEE TN, ZFEmm N T SR
IR 22 53 Bh ), 3R WA PSR V1S54 T L 4% 9 A2 S A 1 SR PR 7 7

Table 3. Two-stage comprehensive performance comparison chart

= 3. MM ERGAIERERTELE

Ei=2n FE—B E KB
R M S AR 9.74 ms 3.39 ms
R S+ S AE I 9.13 ms 3.85ms

DOI: 10.12677/csa.2026.166210 85 LR 15 R


https://doi.org/10.12677/csa.2026.166210

EFUTUT, R

Bk
ST AP (M) & &
T 315B 169B
Ui 3] 3 FE 62.80 ms 61.35 ms
iy 1) 3 5 B (R A RE IR ) ~23 ms ~7 ms
PATHIH WA =

4.2.2. FHEFHEEE

PSR RE R I 5 B A . KR %4 MS (32 7). SM2 iE5(Z 300~500 F15). SM2 FA4H(32
FAT) PLR SRS 5 %5 . JE T gmss] PR R SURIR N RS MR, AR BL(S SM2/SM3/SM4)4 i
60 KB Flash, RAM W&AH (1 & AR AN 28 3 [X)2) 8 KB ARG EIAEE N UKD 5 80 2= W (O il B, AP
FRIA7 % 75 >R (20 60 KB Flash. 8 KB RAM)TE -9 B it B 305 (AR PR 28 i 1 P

4.2.3. B4R

NBSAE P BT H WL B B Re 71, BRATT e T DR Brdi iR -

BB B KB RK L% MS (2 0)iH5 Auth, JFREL IR, MLEHiTHE
Auth! J5 RIUASICHES, FE48i% 206, MHRsE R mit.

S Wl E LS IRAE SRR N, | Auth, , FHEE T —ANEif i (W56 O AR BGHT 0 Ng) Bk
%o BT Authy ) HMAC MRS T N, [H Auth, 557 N, AICAS, FOGIEL. MNASHR: @i,

Pt Mok #F A2 00% SC Ciphertext — N 541, BUE MAC T EAL. WORFESRUE MAC KR
WA=, EFEIEICF R WA R . i (BB oy S g .

Table 4. Attack test result
= 4. WM ER

YA R

15 Bk (55 1% MS) E{EE:]
HIFH A (IH AuthT) 4
FL (% SC/MAC) E(zE0

4 R, AR A BARGUR BE PR 0 L S B B R e TR SR A A i
KT MS TgePLLE;  FRREC T BRAIEFR R0 B i REALEL N, TR EoBah M HMAC 58 %
PERZISAL AL B o PRI, DM SCAEAN T A5 {58 rh AT ORI S R RS S e 6 1k

4.3. ZEVHS

43.1. REEMEIIH
Rl 5% A hSCAEREY R CRP, IR T AR LR85 =07, (HVE MR B 7R 22 4355
%5 KW, FrAX T RBRELIURARAE . PUERL PiR AR SEAR L R, HERAL
RetE EESE: TR B AKESME, (ARBIEEIHOIENTER =T, REERER: 7% C KA
[E%% SM9, (BTS84 R L(KGC), TikFEfoth; 7% A FIH PUF IR M, (ERBEEHEE
BPVIST I SR B J5 R D SEEL T R A, HURAR SR B K SIS . M2 TR, A
SCHMSCTE i L JE Rl 22 A O [RIN, AOD B A SR S BT 1 L 354 o B AN 25 LB AT = 0 e 4 R kS
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JESHLT SM2/SM3/SMA4 [ 85 S 1 Uk A BUREF 75 % A A TR 15 8 4 3 40 7 T 449 LA 5%

Table 5. Security attribute comparison

=5 REBMXLL

ZERME TRANT] TR B [18] TR C9] TR D [20] TR
RIS A E = == = = ==
R R 2 KK PN A i P &
P B 2 2 2 & 2
S PNy & & & 2 2
B A i WA A i A i &
B 2 M S AR % P 2 & %
T SEmEL TTP = (A CC) T (B KGC) T CA) 2
[ 2 2 v 7 & F(SM9) o &

4.3.2. M EEFEFRITEE

TEZ A @V L 2R aE b, HE— DX AT B 5 &0 7 R R fe AR AT B &= i, € 6 1L
BT BT RAETEEITAY . ST A B ME R e bR 0 S A B SR . o, TR AL HEBL
D IHOHE 38 SRR T 5 18 ST SO A AR S 56 A (B AR DN {E PT e R S B PR B 55 22 O TR R AR AE 2 57
KRG — & S H M), I E C HRSCARIEHE I 1) Z AP GFE Kl , R R R R A AL 5
AL

Table 6. Comprehensive comparison of performance indicators

6. MREIEAREREXIEL

Lo HFRA HF&EB HRC HED EHR-HrB
HL A T B FE T (ms) 3.85 0.093 48 47.72 3.39
JB1E T 45(Byte) 486 400 #7300 432 169
AFIZE(HRAM) % (PUF L) BUALIEA) UL R(ECC FHIF) i
INER IR 2 3 3 3 2

THEYERE: ASCUMHRMIFER 3.39 ms, KT HAHZHMI T E D (47.72ms), HimT 4% B(0.093
ms) 577 % A (3.85 ms), (HIEME T AT FREMN S EH > BEmH LB, MR,

TEEMERE: AT S M B 169 Byte, LT 772 B (400 Byte). /7% D (432 Byte) M1 /5 % A (486
Byte), fHai T BT, HWiEE R RIS HMAC 172,

WAEFE R AT I BN 2 848 H, DT H%E By C. DT 3 %), A THERLEE, &7
IH K RE

AR s AR SR SIS T S O I S B DURS X R RO R D SEI T &
T MM E ARSI B HF S, AR RIS REIX I, EDIE T AP “ )2 -
TRA” BEH 557 7 B AL B 5

4.4. LWER

I LSRG AT VA TR T SM2/SM3 XU B B A D o SEBG 4h AR A -
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Thee Eff: PR BCUh S al BRINBAT . SURVGIE . B EHIRAE B0 0 2 7 2 35 1E 1

TR HE S E R EAER 8 3.39 ms, TLAYIZH, 7E07 IR b AT SCRE AR 2 TE AL

BERR: B—HrB315B, BB 169 B (64 B ), && @S

AR RRASARPURE . HRL B R .

gi b, APUTEGRIIE S 2 AR T, SCIL T BRI BRI F R REUAE, N RE M ST
BRI T RS B AR VIS AT R T R

5. RESRE

B0 2 e FEL ) v U B TR B A DR S B e A AR e DU e A R R L T AR S P A S R 1]
A, AR IET SM2/SM3 I BOR A INETML . RA “9 )2 - IRE 7 S04 SFai sSM2 2
FEEA RAIEE M B, HW sS4 ih 3 T SM3-HMAC 5 SM4 SR IN . (B sesb R, HH 2l
R SREIAY 3.39 ms, B8 — B BRARLT 65%. T GE IS R SAG S AURAE — Uk Itk £33 25 90 I B it
B, SRS KIS FUGE . EISHE TN, RSB 59 E 0.
SRR SM2/SM3/SM4 [HEbRiE, FFaEPLER, HAHEMAELTES =T . HERlllEr: 5
T BCRIR SR S FER 61.35 ms (7 10 ms M LEIR), JEAETFAYIL 169 Byte; PHXFEHE RFKPUERE « Hik
& TGN

RSP B PRI R AR, BAEAE LR R IR R R R e T ) © ATt T x86 Bifll, MiAfE
HSHFE MCU (W1 ARM Cortex-M) EIGIE, J8a T kI 2 STM32 ¢S P N7 . RAM KEEFE; @
IEREIRE CA TSR, RAHBEHIIRGE RN, SRS &R BB E 8 R 22T
W @ SM4 R ARWIGG A, AF1EAH R B SCH ™ A2 A0 [F) 35 S H 0 AR, J5 22 0T bl Bl B BO)R 2F 1 5 22 4
P ® SR 24 K B, ROR TR S T AR I G R T E B FILE B A SM2. 25 E, A
VOB RE M B B[ 2 2Rt T H 2%, WIS HED) B %5 GIETE s ) W o R R B S A

AR FFIRAE T — B 58 4 3 T [ B 504K 2R (SM2/SM3/SM4) I XU BE B 3 AIE B, FA OBl
T © AN FENAHEZ =8, MR —8E8H, JERGEEN A R %L AT, @ K%
FASGNIE . 8% B0 L 02 1) 70 2 3 A A, SRBRRT RS O TomR SCmffELR IS5 =7, @i al
ks, EH T A RE LIRS . S 5L AT R, 2R S U A B B R M T SR
BPY 3.39 ms, JEEFAL 169 Byte, RefIHTURE . ER L BT . AR SO RE HL = 21 2 R Al
WPt T — MR A B S bR . R SRR AT AR TR, A EHES) E % IR i T
RIE TR o

SE 3k
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