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Abstract

Social media rumor detection largely relies on structural features. However, existing graph meth-
ods still have limitations in evaluating the reliability of different nodes and interaction relation-
ships. To address this issue, this paper proposes an Adaptive Trust Evaluation Framework (ATEF).
ATEF models news events as post-level heterogeneous graphs, which can simultaneously character-
ize diffusion relationships, feedback relationships, and pseudo-temporal relationships, thereby
fully preserving propagation structure information and temporal order information. Furthermore,
this paper introduces a Trust-Gated Heterogeneous Message Passing mechanism to adaptively ad-
just the contributions of different nodes and relationship types in the information propagation pro-
cess. Through this mechanism, ATEF can enhance key propagation signals while suppressing the
interference of noise information. Experimental results show that ATEF has excellent detection per-
formance. On the test set, the model achieves an Accuracy and Macro-F1 of 0.9512, and a Fake Recall
of 0.9401, which significantly outperforms the BiGCN baseline model. Finally, collaborative attack
experiments and ablation experiments further verify that ATEF has strong robustness in complex
and highly perturbed environments.

Keywords

Social Media Rumor Detection, Adaptive Trust Evaluation Framework, Post-Level Heterogeneous
Graph, Trust-Gated Heterogeneous Message Passing

Copyright © 2026 by author(s) and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY 4.0).
http://creativecommons.org/licenses/by/4.0

1. 5|8

A GAREL OO NATTBRIUR 23 238 [ ) 2 2 RE . SR, B i 1R S 5 R RS B AR
Vosoughi 58 A FIRHUBHT FERBI[1], M FAEA AT & LR R R JuRE) . R, K
g, B SR IEAAGE AR RS, AT LR — A S A S ORI 22 5 e . i —
D, CHZGARTRN, AR SIS A M A AR 2R . A R AU R T30
B ESMPZE ¥R BT CR R A AR R BT . B, AUREUA BRHEAEAE
e CASRAG A2 E H &R A L E -

S i A AR SO SCEIN 8] 7 51 R SCHEATRE S A . i, BE T AEIA A R 2% (1 ARG
RERWI[2], ALFRERE P ISCAR B SRR IR A M E IR LR B)5, DB TR R A AL 1%
SR, IR AR A W AL R, DUE SR EGR AR S . Ma 5 NIEI[3], (RS54 5
FEVE SR R R AR . LAk, Monti 28 AR Bian 55 A 55 7K HY T UART R B2 2 23 RX T P12 R R 2%
XA GARALARAT AT IERA[4]-[6]. EAEGEEET U MR L, I LS5 (AL LE R 58T [ A0 5 A6
MRS IS T HEGFRITERE. SR, LA 3T B A7 il W MU 48— R QR38R & Hems, i LU KX
AN FAG BT s A B R BRI 25 A F Dk RIAESINEER P 7], HACE AR A3 2%
TEJRAAR I, AR DL 08 S ALk R U (57 B “FIEEME” o Bbhh, CARRERMIE],
FE 25 W P G5 K T 0 T S AL BEAT BTG R EINAL,  REs B I o R R S . IR ULH, AR R AR IR TS
SN U RS PR T LA AT B B S BRE S

DOI: 10.12677/csa.2026.166213 118 T LR 58


https://doi.org/10.12677/csa.2026.166213
http://creativecommons.org/licenses/by/4.0/

T hnd 55

FET FIRMER, ARSCEEH T —Fh I 4142 SR BE 5 A 1 & RS AT PEAL HE S (Adaptive Trust Evalu-
ation Framework, ATEF). % iH S e G s CBAEHR (5 5, [RINHHl e A5 4. Ak, ATEF fg
3035 BRI R A B AR M e DL R B 1E R e

AR FE TR AR

(1) ASCHEH T — Pl 7 2 S A A& R AR 7 v o 125 R B R N B &Y HOCR . RIBIER
AT (] ¢ Z 1) A B, TS 4 T b OR BE 4128 AR A FR i R v 2 S (B B o

(2) ARCETE T —FME AR F AT S S . 8 A B R R o) i R B AR N AT A ST B AR
U145, ML RERE B L 5 A [FAE R SRS R D6 R BB 1) DTk

2. XRBERARNAE

YR OG T AL AT ARV F A BB I R 0 =3 BT AR RTE TR SR T A B AR ST,
DA Rl A A AT SR B R AT A I 3G i T P 7 v . XM R IO RIE L AR FE R RN TR BN
[ AR 52 A B A I i @, SR RIHES) T U AT AT R ) R AR A 23 S8 A B 1) SR (R ) R R
o CHBIFRERML], REEOHEAE T BSE BRI, HR A XY, UK N 250
DI YEVE SAERE I ESEA T . Bltn, Ma 25 NffH RNN £ [ 2 &3 R b 1 S AR S &L e s 1R 4t 1
HIER . R, XETIEVR S RN AE R Bk, SCARM e Dh2Erhess, s IE R E0RE A
SRS, RS I ReAE A 2 N B

N T RRIET WA LR R R, B8 IR O s e m S AR R 5 2. AR . vRik
M EEZTHAT N, B S RN 858 22 255 - Ma S8 Nl —4E AR RIZ 7 IA[3], UEfE %
MR G NS IR AR IUE R . IRt F, ERh4E W 4% (Graph Neural Networks, GNNs)# 5] A\
ZAUE . Monti 55 NN JUTERFES (4], i b G AL 385 B F P TG BRI A58 90 28 K00 St Ao i R A
. BtAh, Bian S5 NS T BIGCN FBERY[5]. 2R AL [R5 38 B T0i1a) N AL RR AR AT 5 1) B0 %
Wi, SEEL T R MR IR .

AR, WEFLE FFUGIRRAE B S IR oI NSRRIl 32 3 IR S S0 SEA L o X EepLif) B 7E 3
TR 5 R S A P & N R o folan, V= JI 48 (Graph Attention Networks, GAT)if i 2% > 48
JEUE B T ARAE ISR [7], R R T X 8 )i — 5 38 Y R N SO R N AN [F] R OR
FVE S B B 22 (8]0 AR, IX SRR AR R R AR G I, IR RAE R 5 A /G S T N “ 18
fE7 B “FIEEME” o BB, GNNGuard SEHEZERHI[9], XFU#EAT H & B E AL AE 08 5 2 4 s A A ikt
EImE S S5 St Bk, — A ORBEPRADIRAEAE : WAk B IS NS AR PSR Ui R R 7
SRR o IXAE AT DAASEASE 2 B A R R X 40 O A SRR SR S5 TP g s

3. ARGt
3.1. REHERT
ST S, A O R AR R

Ge:(I/e’Ee’Re’Xe) (1)

Heb vV, ZoRnFfF e THIM T RES, EFRTRZARERILES, R INUEMES, X, ForT
R R . 5 LU P OO i) B AN, SR A 7 JOR AR, RIS T w0 B R AR
I A RAG ¥k BIRSGI AT N, mAFESE R S XA R R T, A G
Bl H A ) A e U S IR R ARG, T B8 S B KT 9 R AR AR LU e B T

DOI: 10.12677/csa.2026.166213 119 THENUR S 5 R H


https://doi.org/10.12677/csa.2026.166213

Tt &

FEURIEE o SR MG 53 I, AR AR REAS TN L1 20 ) PP 2% A A% ik i R rh A S5 M AR b 5 A B
FEEIE ) b, ARG = %%%%#ﬁ%ﬁﬁﬁ*%#ﬁxﬁﬁu,WELWT%#%@ ERN}
BB LR O B R B £ S K D B TR AR AT o Rk, A BN B — SC R T H SEAL 1
TR 2 LR R R A LI, XN SRR EAR T2 B AR SR I 1 38 3 AR A i
N T FEIr RALAEFET R (0 B LS G HRAS . AR SOR BRI 55 s IE IR S R IR R :

xi — |:X-teXt || x_stmct || x'temp] (2)

i i i

b, X FORICARIE SURME, X0 ROR G RYERFE, ™ ORI A SR A SRR AR . BARTE, 3T
AMFAE FH T 20 AR R SO o R AA AR A S IR ST, S5 AR T 40 9 R A A AR b iz
BEE A, AR T S BT s AR A A R R o AR N o 25 HE B AN [R) SR VB IE B 48 2 5 70 A
FAEZER, ASCH Sl L AR L WG’ LB B 48— I S A, 15357 RFI6 R -

W = g(Wyx, +b,) 3)
Hrp Wy M by N2 SH ¢(-) Rom AR AMERAS s
3.2. ETEENRNREEREE

ATEF 4% O AE TR AR 1HE M BAR B L] . SatEmha e fra M Edirs —Ra AR, &
i%%ﬁﬁ%ﬁ%ﬁﬁﬁﬁ%ﬁ%ﬁﬁ#ﬁ*ﬁ,H%%ﬁﬁﬁﬁ%kﬂ%ﬂ%%ﬁﬂﬁ,uA HAE
SR A S U ERO T E T CoF

J 4

g()—a( ()h(l)_,_b()) (4)

b g e(0,1), o) Jusigmoid B WA B N 1 BRI B4,
(55 1R ARREST R, 1y, R

hl'(l-H) ( + ZreR ZJEN U g/ VV’”(I)hSI)) (5)

Hep, Wl g Edmat s, Wl R REA, PRI REMATERE, N, (1) B, ERR T
IIABIREE S, o) ZeoRok RBHIITE IR . %R W], ATEF 7636 RBFE W 5 5 30 2 i 2l
b, BE—B R trust gate X 4B JE TTRRIEAT B IE RIS, TR S AL RS 5 IR AR A 0.

3.3. Bgmmssi

2 2 REEERAN ELE R, AR Ia T R E RS RENERERoR, JHmHFE R
. Bt 50kl iEg 5N

Vv, = softmax(W Readout( 255 )) +b ) (6)

Jorb, B FRORE R R FTE RIS L RIORRES, Readout ()RR BB RAHRAE, A LIIHR
BN S B AR ES G175, W, R b, N RIR S5
FEVIZREY B ASCR A 20 850K S THEIE WIS I B AR, £ = £, + AL, Fod, L, ForbrtE—

‘gate °

TR IIRARR, Ly, R T G2 trust gate 1 LM R BIENI, A A T7 2% @Bk G i
S, R BERENS - > A M T 08 5 FIN I RR R, SCREMS PR KRS AE 1 1IN A E 1
RO RFE, ATEF FUBEIRRAR LIS 1o BARTT UL NP IRAR: B 5, B R0 I A b1 2%

SRR, FRFRBOCA . SN 8] =345 1E; HR, B IR R R s Ros: Bia, £%

DOI: 10.12677/csa.2026.166213 120 THENUR S 5 R H


https://doi.org/10.12677/csa.2026.166213

T hnd 55

JZ trust-gated heterogeneous message passing 145 & o< RAFE M . RFHER N SEATI 18R R
BRE: &a, @Bt 50 K25 SRR, R BCE 5% R BOEAT o B ) Gk I8
T S AL FR A R AR . 2 VR IE A AN AT 2 S BT A Gt — 2 R —HEZL o, ATEF Ref% 58 4I0k 5 Hh i s
ANE T AN E R R TTRR ZE 7, MNITIAE B A AL S AR A5 T 3R A5 ST AR g 0% 5 A IR

ATEF 75 B AR E

BGRED (Input Encoding) {BEIERMEEE® (Trust-Gated Heterogeneous Message Passing, L &) BRiEH 5SS 4oE
XASIE ( 5 L B ST
BEETTE T
HRNEET &R f&E M — P
T s g = awh0 +bg) |9 € 0D B
! Bz wOR EHRETR he
ER A HEERERE =
RIABNSE BIRTA | rwseas o %E BFH%
E i L i h® W ITRIGERE s Softmax 3258 Eq.9
T 0 A m ol o080 | EEETAY || ()
LIRS T ’ = (WORD + ageregation) BTN 7,
HEIEMRE RN XRBEIT R
$(Wo; + bo) " A BT
METEER T = TR BT AR
. Ve Ye 9gi
SHPAR AR - TR 9, ZOEZRIEHE Lo T s “
0) BETHRE y,
SRR b BRI Lo — le
T FrEEE g RGBS H
|

Figure 1. Overall Architecture of ATEF
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LSS, AR 1.

Table 1. Comparative performance of ATEF and BiGCN
# 1. ATEF 5 BiGCN B9 BEXTEL

Metric ATEF BiGCN
Accuracy 0.9512 0.8602
Macro-F1 0.9512 0.8583

Fake Precision 0.9622 0.9806
Fake Recall 0.9401 0.7373
Fake F1 0.9510 0.8417
Real Precision 0.9405 0.7868
Real Recall 0.9624 0.9852
Real F1 0.9513 0.8749
AUC (fake) 0.9836 0.9825

7 1 WTLAA H, ATEF 78 K256 hs BT BiIGON, JuIL7E Bk o b e AVECH I8 A [Bl BE /1 )5
M N R . BRI S, ATEF B Accuracy Al Macro-F1 7353 %] 0.9512 1 0.9512, %¢ BiGCN 43-%)
2Tt 9.10 F19.29 NF 43 s; SULFINF, Fake Recall H1 0.7373 &3E 42T+ 0.9401, FakeF1 H 0.8417 $#27t
% 0.9510, i) ATEF 0% 54 ot RN ECHT AR A IR PR IRAS 5

TR, HIR BiGCN 7L Fake Precision _[H& &+ ATEF, {HILHIE#{KH) Fake Recall & HiZ%
RS LE AT AN b 5 I S SR A DR sy, RV i) T AR R UE SRS FE I AT P T AR HRlRe . AL
2 F, ATEF TELRFFH = Precision [ R 2 52T+ T Recall, PRIEAE BABGHT [ PSS FE A I 3B HE B 35167
RN KB T LG IR R 0T A, ATEF 7ER RV RE S S8R P 1 7 T L T-5F B BE 4R, B00F 1 Al
PETT A R
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X539 1~5. 6~10. 11~20 FI>20 PUAMERERIBLX H], FHFGeitdA~ X A ATEF 5 BiGCN [EG#T 5 A [
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KA, ATEF 38R e 4k R B 10 A [BIKSF, 11 BIGCN F 4 [ 2R DIt 25 A4 4 42 2 P 2 7 B B R
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RIBE LY R, FHAE R R & RIS B AR e 1 .
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Figure 2. Comparison of fake recall between ATEF and BiGCN under different propagation graph
sizes
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P RN A AR IR IR AN 0.2 I s =28 B R P R AE AN FA A 328 BB T 3T 20% HLAS
HRBORT 1 IR s W AARGE R P 3R A — (AR BB AMIK T 0.8 BUAS BB 1 A s
SR PR BB, FESTE AT AT trust gate 2030, 45 R WEE 2 FR. ANEZRBA AR
trust gate 70 BB AN EET, BMH T EALT 0.4976~0.4980 2 [8], i BRI I A k15 5 5Tk dE AT B i
PRI, R SR P 1 7 2R T AN R T s AE v B i s . Jodh, s B PSS
HoAX B, A 0497972, AHIZRA SRR, U4 0.17%, FHSIEREEEEN RIS S
%o W SHARIE R P A 28 E R P RSP S AT 2 e = TR i 5 R S 5 R P, RUIBARLZE T4
WA N LA A BT . AR R IEIR R bR S MR AW LS B vk

ARSI — AN TV 3 A, W P - ) S M A 6 T P 119 trust gate 43 B0sEAT nTRRAL R 7R LS 3
Bl 75 T iR B R e, BT AT RN S 5 AR R 45 0, 1 s U RN FEAR N A — 65 1) trust
gate ZMHL, PUERIR RN ZTT SUTE S ATRE A TR A3 ARG 1195 0 ok i . il S 0 — (B 0 BOR
B A 25 H T A R R GG gate score FIEUVETER . MEIFFATLAE 1, ASFE T S3EH trust gate
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Table 2. Trust gate score statistics across different node types

2. PRIXBETRHEEIESBSGT

W RRT SERMEAT T HL i WRHE WAL
A LIREDS 0.497632 0.000410 3542 6.57%
mAC AR 0.497638 0.000752 2463 4.57%
RHiz5H P 0.497631 0.000541 23512 43.61%
WML HH 0.497972 0.001195 94 0.17%
WA R P 0.497725 0.000492 24307 45.08%

Trust Gate Visualization of a Typical Rumor Case
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Figure 3. Visualization of trust gate scores in representative rumor samples
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Table 3. Attribute comparison between high-trust and low-trust nodes in typical samples

3. AR ASTE/REETRBMEIL

Ayt PR ID gate score  interaction count degree prior delay_ratio
I E AT 4 Topl u_06753 0.497760 2 0.701194 1.0
B ARAZ AT H P75 25 Bottoml u_00272 0.497279 1 2.713274 0.0
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FPR Spike and Recovery Under Coordinated Perturbation
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Figure 4. Dynamic variation of ATEF’s False Positive Rate (FPR) under coordinated pertur-
bation attacks
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Table 4. Ablation results of the main ATEF model
< 4. ATEF FHERHRISIINEER

i Accuracy  Macro-F1 Fake Precision Fake Recall Fake F1 AUC (fake)
ATEF-full 0.9879 0.9879 0.9960 0.9798 0.9879 0.9992
ATEF w/o Trust Gate 0.9873 0.9873 0.9971 0.9776 0.9873 0.9991
ATEF w/o Temporal Features 0.9486 0.9486 0.9641 0.9328 0.9482 0.9836
ATEF w/o Heterogeneous Relations 0.9856 0.9856 0.9943 0.9770 0.9856 0.9988
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