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Abstract

With the continuous deepening of the digital transformation of higher education, the popularization
of cloud computing, mobile office and Internet of Things technologies has made the network perim-
eter of universities increasingly blurred. The traditional static protection system based on physical
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perimeter can no longer adapt to the open and diversified campus network environment, let alone
cope with the high-frequency and sophisticated cyber attack threats. As a result, the education sec-
tor has become a key victim of global cyber attacks, while the Zero Trust security paradigm provides
a core solution to address the cybersecurity dilemma of colleges and universities. This paper sys-
tematically sorts out the theoretical evolution, core principles and architecture system of Zero Trust
technology. Combined with the cybersecurity characteristics and scenario-based requirements of
higher education institutions, it comprehensively analyzes the global application progress, typical
implementation scenarios, and domestic and international benchmark practice cases of Zero Trust
technology in the higher education field, and deeply dissects the core bottlenecks and challenges of
current Zero Trust construction in colleges and universities.
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Table 1. Descriptions and reports on the zero trust model from prestigious domestic and international institutions
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Figure 1. Zero trust technology architecture framework [15]
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Table 2. Trust score calculation methods in partial literature
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Table 3. Problems, descriptions, scenarios and root cause analysis of traditional cybersecurity architectures
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