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Abstract

In the digital intelligence era marked by clustered breakthroughs in disruptive technologies such
as Al and big data, higher education is undergoing a profound transformation from scale-driven
supply to intelligent quality improvement and efficiency enhancement. As the lifeline of the digital
infrastructure, cybersecurity governance has shifted from traditional fragmented defense to a sys-
temic reconstruction of comprehensive collaboration. Based on the global cybersecurity landscape
in 2026 and the context of the 15th Five-Year Plan, this paper systematically elaborates on the the-
oretical connotation, reconstruction logic, and practical pathways of the “comprehensive collabo-
ration” governance system for university cybersecurity, drawing on institutionalized practices from
institutions like the Guangzhou Academy of Fine Arts. Research findings reveal that through a three-
tiered integrated governance model of “technology-institution-value,” establishing institutional-
ized norms such as “whoever oversees bears responsibility, one source for each dataset, and lifecy-
cle management” can effectively counter new threats like Al-driven automated attacks and deep-
fake technologies. This study aims to provide theoretical support and practical guidance for the
deepening reform of cybersecurity management systems in educational informatization.
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Figure 1. “Technology-Institution-Value” three-layer integration model for higher education cyber-
security governance
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Figure 2. “Comprehensive collaborative” governance system for higher education cy-
bersecurity
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