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Abstract

Against the backdrop of increasingly frequent cross-border data flows, the security of sensitive data
outbound transfer has become a critical link in safeguarding national security, public interests and
the legitimate rights and interests of personal information. Most mainstream risk assessment meth-
odologies for data outbound transfer currently rely on static indicator systems and linear weighting
models. Such approaches suffer from insufficient depiction of the coupling between risk factors,
weak dynamic adaptability, and low computational efficiency in large-scale scenarios, making them
unable to meet the practical demands of key sectors including finance, healthcare, transportation
and industry for accurate risk quantification and real-time risk analysis. Targeting the full-lifecycle
risk control requirements for sensitive data outbound transfer, this paper proposes a multi-dimen-
sional integrated dynamic assessment model. The model establishes a multi-dimensional risk indi-
cator system covering data sensitivity, necessity of outbound transfer, transmission security, man-
agement capacity of data controllers, and the protection standard of overseas data recipients. It lev-
erages the self-attention mechanism to dynamically assign weights to risk indicators, introduces a
nonlinear coupling function to characterize the risk superposition and transmission effects among
multiple factors, and realizes adaptive updates of model parameters via online learning. This paper
innovatively combines the self-attention mechanism and nonlinear coupling function for the dy-
namic quantitative assessment of data outbound transfer risks for the first time. Capable of better
adapting to the dynamic evolution characteristics of sensitive data outbound risks, the proposed
model boasts favorable scenario adaptability and high computational efficiency. It can provide tech-
nical support for organizations to conduct compliance self-inspections and risk monitoring of cross-
border data transfers.
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Figure 1. Risk assessment process

B 1. KT

Table 1. Risk assessment process
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TSR ARG B LT RO ES[11]. BK¥IF KT CORAS (Construct a platform for Risk Analysis
of Security Critical Systems) & — ™k T8 (1) 22 4 0B R G0 AR PEARHESS, {87 FH 48— 45415 5 (UML, Uni-
fied Modeling Language) IR %7~ H 2 A AR A B 2 (8] i 20 SRAMRBOC 2R, PRSI B 24 485 B T 00 A
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Analysis Method), ISRAM KH] 7 AR DL € 54 22 4 A 1) P RE VRN JS SR [13]. K177, ISRAM 1) 7
AR TR L 12 HERS, B A NE A, MEFERUR[14] HoAh A4 (45 B 22 4 RS PR AR A HE SR F0. 55 SANS
(SysAdmin. Audit. Network. Security)J &) RMMM (Risk Management Maturity Mode)#£%4% . CIS (Center
for Internet Security) FF & ] CIS Controls HEZ42 ., 5 B2 R4t i+ 542 # 1 2(ISACA, Information System Audit
and Control Association)F & ) COBIT (Control Objectives for Information and Related Technology )HE 225 i
Ah, 5 BB WA E SRS IR, W Deloitte. KPMG. IBM %5, AR EU ) TR AL S Fh e £ & ik
K 5VE T, PhBh AL 2 23 e e ) ) 22 4 B A SR
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BB AL . R R ENE UL R, SR TS RG0S B R, B S A R
TRHO RS HEAT HER? , 33 R S8 B L &R RSE S AHP JRIK TS . SCHIR[19]13R 1 1 — Mo Ao 42 24
W5 D-S UESE BRI AT 45 & I KU P 5 s
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AR X 2 HEAT KU PP 2 — DN AR TT I, TR M2, BT BEAS B S N IR AIE h 3 H
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SCHR[2018545 B RS L 2R B 0 WA S, EHHIECA L S5 BP (Back Propagation)fii£:
ARG, EAHE B ARG PRI S HEAT VA 77 i SCHR[2 18R I B R R0 5 B R A [l )
SR, T e 54 RGBT, AR AR S mi sh 5t R R IE L . Relation-aware GCN
SEE N REIUEIE T 3 XS 3, RESS 2R 7 5T I 2% th B SRR R L 5 3 AU . (HBLA I LA AR
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NAS T o SRR 358 USSR, A SR B0 5 2 AR PR PRSI 2, 205000 Y SR el SRt
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ZRER NG, EZATRMAITEIRERBER R, HRAMGHRIZEDITNE o=(0,0,,0,),
softmax % HH 45 SR A Sh A AR 73 A«
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Forb o JORB S RTT R AR & RS 7E BE A XU B EL L, JE R BB T(0, 1) I LR A KU E R €[0,1]
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S5 R GRRE I [ A8 T R 2%
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5 15 SR AR S A 175 3 S e SRS WS HLER BOE IR, s m R XA B THE %, ik
RS 7T Aok 35Nk PRI Rl 5 00 St , I s TaRVE BTG, MR IR, i s
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TR DRAIE 75 B A28 S [ g S R bR 3%
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(12)
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