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Abstract
With the rapid development of generative artificial intelligence, deepfake facial images have become
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increasingly realistic, posing threats to financial security, judicial forensics, and social trust. Deepfake
facial image detection has therefore become an important research direction in digital content secu-
rity. This paper first analyzes how the evolution of generative techniques, including autoencoders,
generative adversarial networks, semantically controllable generation, and diffusion models, has
changed detectable forgery traces. Then, according to the dependence on annotation information dur-
ing training, existing detection methods are categorized into three groups: fully supervised detection,
weakly supervised and semi-supervised detection, and unsupervised detection, with their technical
characteristics and limitations summarized. This review shows that related research is shifting from
explicit artifact recognition to implicit feature modeling, and from closed-set binary classification to
cross-domain generalization and open-scenario adaptation. Future research should focus on improv-
ing implicit feature mining, low-annotation learning, cross-domain generalization, robustness against
complex perturbations, and interpretable evaluation, while also paying attention to the development
of vision foundation models, multimodal consistency detection, and active defense techniques.
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Table 1. Evolution of deepfake facial image generation technologies and typical forgery traces
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Figure 1. Framework of supervision paradigm evolution in deepfake facial image detection methods
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