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Abstract

Large language model-based question-answering systems are now widely deployed across govern-
ment and enterprise sectors. Although basic protection mechanisms exist, some systems remain
inadequately defended, and others harbor critical security vulnerabilities. This paper presents a
multi-layered security framework designed to mitigate these risks. The proposed framework incor-
porates multi-factor authentication, parameter signing, JWT tokens, encrypted transmission and
storage, tenant isolation, RBAC-based access control, audit trails, anomaly detection, sensitive in-
formation detection and prompt protection. Together, these safeguards ensure the confidentiality,
integrity, and availability of data within LLM-powered QA systems.
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Figure 1. Composition diagram of the RAG question-answering system
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Figure 2. Overall security design diagram
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Table 2. Model evaluation data table
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Figure 3. Scatter plot of One-Class SVM classification performance
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Figure 4. Schematic diagram of the NER algorithm model
4.NER BUARBUREE

DOI: 10.12677/csa.2026.169297 161 TFEARY 5N H


https://doi.org/10.12677/csa.2026.169297

i) BRI

o SURIEVE: ERRMEAE TR, G gmbdig .

o IRl OIS KRN, PSS K WordPiece/BPE 431

o SfRARYE: SRA BIO/BIOES FRiEMTERHERHIEAT N TARE, ARl 2500 .

ii) BERT 422
BERT H Google T 2018 #42H, HAZLAIHET:

o JWH BRSO ANETAESE SR AU B BN B/ $ia 4itd, BERT Z& T Transformer [
Encoder 4544, @i Y15 5 % (Masked Language Model, MLM)F1 T~ —%] Fiill(Next Sentence Predic-
tion, NSP)HEAT TSR, BEME [ Rl A 1] 35 ) 22 A B SUfE 2.

o ZEVEESMUR: Wid £k HiERE JJ(Multi-Head Self-Attention) WL 3k token 22 [R] K 2 2 44 i o
Ao

o FEMMATR: T token B LN H =P A & 4% 70 = AHINAF 2 -

Fk N(Token Embedding): 1aVCAS & {15 A5 B
57 & #x A\ (Position Embedding): VL1EA)FH RN EE S
) Btk N (Segment Embedding): A1) T2 1 X /35 B o
7t BERT-BiLSTM-CRF HE4Err, 38 4l FH 1)l 2517 1) BERT #2484 (4 Bert-Base-Chinese 55)iE47 71 ,
WHHINSCER X = (X1, X2, ooy Xn)s BFA BN SCHSCHI A1 2751 H = (hy, h, ...\ ha)o
iii) BILSTM 2: FFI#KifERH
e BiLSTM (Bidirectional Long Short-Term Memory) B P57 7 48 < B LSTM [’ 2% 2H i -
Al LSTM: M2 2 SUF 81, sk i s bR SUE B
JETE LSTM: WA RIS UF 81, ffigRoRok R SUE B
o BERT B/ il |y ER AN 7 Xn) RS, HAERE FIESH, BILSTM Rt —31:
) SRR SRR SRR
b) AR B A OC R AT SRS A 1R A
o) TENFHERH)Z, # BERT 1= 4515 SCRAEBLN N IE & CRF fghd (1 FFE 25 5] .
e BIiLSTM H#i i NI ZIFIBEAR S & S = (51, 82, ..oy Sm), X EEFRIRSLZES T A0 G HAE B
iv) CRF &: ZMLF5f#5
CRF 4:#% Conditional Random Field, 13L& Z&AFRENI, &P MR B, 76 5 5 ARTEAT

Z5-(an 28 SEARAR A A AR ) AT R AR 1. CRF M OMESS A2 4w —dHRANTA1,

RGBT Y. EAME Softmax HSHE AN BB SZ FMIARAS, T = [F] I 2% L[S 5 5% 7 47

FHABAR S Z (BRI C &, W IRM H 45 RAE 2R B “AiE” (. CRF i —AN 4% 41 F (Transition Matrix) i

TR E R LE R 2 T] DAPRAEMP AR S Jo 1T, MARAS B AL 48X K% . CRF A — 2Kl B IIbRiF B TH 5 —

MRS

Score=y (E,+T,,,,)

1

E e R, 0 token JE THEAFEMMAE. T, RIREHEH I N E— IR 2 245
PREE AN (ATIE R A7, BRI SR 2145 B)) %, CRF I 4ERr LU BOEAE T Gk e i R 150 i
[EY10F: 15 PR (EVSs E2 S TH R

2) NLP HE7EBURME BRI 5 3o m B B4 = i S

RAG RGHIGH KN EE B : HEMEE XES[13] [14] ONFERH ANBUBAE B AR 17E N BT

DOI: 10.12677/csa.2026.169297 162 THEYLRE 5 N


https://doi.org/10.12677/csa.2026.169297

Wk T e A i A OB TR A (I “ g 2 TR S, W ATE RGHR ), S EMEE R4
PEOR A B 2R BN UK F R SCo AHLHIREE N/ H A A 2 . FENEERT B, I TR ik =X
F iy 4 SEAR U (NER)SE AU R SCRS, IR FREEON NG B TEAE R B, 6 P A NI AT 48 &1 38, XF
PR g AT RURAS BB A%, FIRER A “UbAIL” 10 Prompt MU T, BfR RSETE A I e AR AT L
ok

RGBS o5

i) DLPEHEE R E1E
o NJEFM: fESCRYENTSE RS, VA DLP APL. I 1E ) &3k sQUUHC &4 . #8417 K 5. APIKey; #l

FETIRESS) M NER BG4 i W% o VCEC S SCA AT HERD Kb B (s ot

BRI

o PR 7E LLM ZERES FOR MY, PR OCHTEURME B . R RS AR A AR s S R AL
i o
i) Prompt Y # LI

o ZEFLATEE: A% KH System Prompt + Context + User Query [ = B4kt . 15 45k 20 bR 745 (U
<|begin of context[>Fl<|end of context|>)H % 2 F Y L F .
o FEAUNIN: {E System Prompt H i FE AL A BRAT RAIA S, #Bilhn: “OR@—ANr=EmeF, U
THALH B S EE . 20 P IR E SRR e riE 4. 7
iii) XFHEE AL
o EREIRM: 4EdH WY Prompt Injection BU B, HITRMESEHFER. —BIRIEEE, B
iR Al 22 4SRRI, AN LLM.
o IEMIEYE: X Query #HATTIALIE, T IEELEE U] RE S EUHE 2 TRIE PR R 24T -
iv) ZERRS hEE
o Si—[HA: RGN B M BTGV AR B (R UEE SR IV, IR R TI 2 A [R)R (an “HR, RICTE PR Bh
ZAER” ), BEGURER N R TE .
o WL HE: WA I IGE Payload, T /54004 WAF R AR Y )1 25

5.2. ETEMRERMNISZHIFEEET

5.2.1. FREZERE

TEAE G RAG BEM T, 25 A SCRIAF T3 — & e, — BRSBTS ] 58 Prompt VAT, B
T F N Gy AR, SR — R, ARG o AL GINIE S Y 0 R 0 R A (A
(Knowledge Space)ti&x . AR ALRARINML S5 IRAN AT R G 7= ilg ). BORBER) B 2465 43 1 A
SEBHEAAE R T, FOR 0 JFIRAE T A S R B 5 B R R T o RGUIE AT AT HARIAA 2 1 5K U3 & 1) 2% [
Fri(Space ID), F 2 H FAXAESR & B 25 (8] ] EAT [m) EARADLRE VAR, M3 B )2 1T 1) BT 25 2 ) 4
) (AT BETE o X PR TERCOR AR /N | 22 A s R E AR, BRI A RUYT LEAS A S0 55 1 N T Tl A
TR 8 S ) B

1. FEFE Schema 5Y/E B &t
e % Collection iM% : 7 Milvus. Elasticsearch B¢ PgVector #1, Bl 5 (AN 55« 1255 B SR 1)

Collection B Index. /3[F] Collection #3& 7EA [\ A FR YT s Bl 2 X3,  SLIAEERE &

o JUEHE S IXEE: KT ILA Collection i35, MU space id A partition_key. fEQIEEZ TN, Xf

DOI: 10.12677/csa.2026.169297 163 TFEARY 5N H


https://doi.org/10.12677/csa.2026.169297

space_id ALEHER I, BiTREMILSGIE PEASA] ID, 8 Yo 4R i R XU -
2. RS R R B AR ]
1R GRS S5 BEN R GENI i, Dk S5 HE JE 1 B AU m, — RO RS
TR AR
3. HWEEMATNE
P 2 R G, IXRE W] RE & 5 2 — B 2 A AR A

5.2.2.RBAC + EESBHAFRE

RAG ARG K OEAE: B E S 8E . EGPURBA TR AR, SRS A T
e T OB PR, B P T O e e ] TR A IR . AR B 4 A R T A I U [ 3 1]
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Biiil: CSRF Xy, HSZHranbi BRI . =845 E, Mtk 7 “BEsnes - e - HaE” 1
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o EAZPANH]. FPIERYEIETCERLEE, K TWT [ jti I\ Redis 44 5., EL % Token i .

5.2.4. BIBFHEME S5IZEMBR
RS SR Gl S5 4775 AT AR PE SO o IR 55 o 8 A e s iz B A A T B o 1) RS
AW S A EE %, B REER AN BRI et BN, ST B R R ERAE iR A O AR )
S BEREE A SR (W B AT ), FR 0K R B S 5 AR BRI o 0 I 53 45 5B i sk R I s
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RALIRE
1. 4B SR ug
e TDE Z: F|H%d & H 717i% B hn % (i MySQL TDE. PostgreSQL pgerypto) X #i4f SC AT %, £ %
By 4P A 25 2 A
o TR IR BURP) T B PILAE B EH), £ EMEH AES-256-GCM Bk N . %4
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