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Abstract

The interactions between configuration commands, parameter constraints and service scenarios
grow more intricate as networks expand and device functionality advances. However, configuration
manuals are written for human reading and keyword lookup, and struggle to support associative
queries and intelligent use of configuration information. To solve this, we build a configuration com-
mand knowledge graph using LLMs and rule-based checks. Our pipeline combines semantic parsing,
schema enforcement, and graph construction. We also design an incremental update mechanism
for changes in deployment environments. Through entity alignment, sequence reconstruction, and
ordered relationship modeling, static command knowledge is expanded into a network describing
execution workflows. The resulting graph comprises 5 node types and 7 relationship types, totaling
15,834 nodes and 53,964 relationships. It provides a standardised view of commands and supports
command lookup and workflow tracing.
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Figure 1. Overall framework for configuration command knowledge graph construction

1. BLEAIREIEE S ARHESR

DOI: 10.12677/csa.2026.168273 179 TFEARY 5N H


https://doi.org/10.12677/csa.2026.168273

Rliigefh &%

2.2. WHETRALIE

Koo AL TR C L A IR B AR IS, T BUESS R NI B A& T R A RN A, KRR
GRS R IR G — A . RIS E o TR OSIKE G LS HE RS, Tas
RESFRMTC RPN A #5 B IR T LLM, AMUSHInHERIT 8, B v Re TSk 58
iR Bk, ASCE SR E fr & T MHEEAT SCATEYE . I SCHR BRI SORVE AL AL 2

MBS F M ESIE G LS. AR, BCEENWERAANR, XEE TR iED
PRA A 2 PATIAE S SRR B0 P PSRRI AL SO R R G SR AR IR SCa A
RE AT QIR SEUEZONE, MERHAL SRR RAEE . BT PR 5 IR E & HUT
PP A AR, PUCEE R TP IR B R L S A7 T, AR SO 2D BRERT 9 5

it LIRS, JRIRECE G & TR HON A Gt — . WSS A AL SRS, a5 LLM 15 S
B U A iR T R e it e — OB N, 0k 1 o

Table 1. Structured fields extracted from the preprocessed configuration command manual

= 1. BREaSTFRRAERENEML TR

AR FEFB T EBAEH
i EEAE L e ARR. A TIAE. EEFIL BRIERR TR E iy ARG 2
SHSARGE SR, LKA, BUETEE. BE. REEN IR S ALK
RIS HIERCE . ArRAIE. IR i fir & XS HL [REHR 2
WRRERE R WRARR RS PRAR. PR ik A B

2.3. GBS AR EEAE

2.3.1. G5H{LHmEY
We B iy 4 T o 103 4315 SRT DLIE I AR B DGk 7 BRI, (HS BB JFEN L i AR A RAR
o R H LA SAE SRR, R —iE OB AT REAEAE 2 AiRis 7 2. B Al SE 1 s e LA 75 4
MiEE A, ik, ASCHIAMINE LLM XA 5 A SCREEATE SURHT. ASCIE T Ollama #4584
HEFRIAEE, FFAE NVIDIA A800 GPU L %528 DeepSeek-R1 70B 57, 41X AC & a4 FAft, Wi i Kb
WA AHIEUS R A
qz{nz‘ﬂfi’anPnUiva‘} (1)

Hrb, n RoRtn AW, fIFORG QAL o RNERFE, PRRSHES, URSHRIENIRES, D
FORITERCE LRI S . BNSHE DU ESHARIR. Bk S8E 3 BUETER . BRA
(B AIRC B R N 45 5 B

XA AN TRE s, AT E R RN

Fj.:<sj,{(ojk,djk,Mjk)|kzl,---,m}> (2)

Horr, s RRIIRLFR, op KomTE k MEMELRIRIGT S, di R PBRIIR, My RomiZ0 B Akl m 2|
FIBC B Ay 2 PR . My 3 B RAE, RFFR—RLE SRS R R — SRR B ER
51 H.

HOUMENT S LLM K88 7 Bohn s . Bt 80e U BRgn 5 S e e %, JRBEIERR
WENG 1. G 2. G3HG 4, BSELIERA—ANIESE. TS FHBESEREFTE

DOI: 10.12677/csa.2026.168273 180 TFEARY 5N H


https://doi.org/10.12677/csa.2026.168273

Flhiigfh &

S ST IFEHRESCHENTB, TR AT B R, A dr 4 s S 3l 55
o

LLM BRI 08 SGRBIMT S5, HofrH I AN B85 N AR B, 1258 B e 3k 47k U 6
FEFREAL A R AR XA F T SR T LLM ) [ ARE S PR RE 1, RN T 300 7 kA S
R RISE R By T AR E M. LLM R SE s iUs , a2 E s, IHmeLs. o+
TEFRNT« TR BRI S ER AR, RGGHEF N R EREAR, JFEFMIEEANTHE,
AU 45 it — DA T SR A AR
2.3.2. MIREEAE

NI B AT RIS — R, ASSCIRYRAC & ay & FM0 Py A S Mg aiR . Sk R i
AETE. S5, BUIRAE LR ERIUEY L, Qi S8 5 g =3, REIBRILET
MR, WEE 2 FiR.

Table 2. Node types and their attributes in the configuration command knowledge graph
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Table 3. Relation types and their meanings in the configuration command knowledge graph

F3. BEEGCHIREIERRXRZRES X

KHERFH LR A B AR £

CONTAINS Configuration Parameter R R IR 2

HAS_PERMISSION Configuration Permission T £ e 2 XoF I R AR
HAS _REQUIREMENT Parameter RequirementType ZH N b e 2 Y
PRECEDES Configuration Configuration AL E A A 2 8] I RT B AR R
CONDITIONAL DEPENDS Parameter Configuration %?Z; fﬁ ﬁﬁggiﬁ: ¥
USES COMMAND Scenario Configuration seh i — ka2 1A
NEXT Scenario/Configuration Configuration FoR Al — s BE B dn 2 AT IR

DOI: 10.12677/csa.2026.168273 181 TFEARY 5N H


https://doi.org/10.12677/csa.2026.168273

Rliigefh &%

IO IS, RGAR AR LSRG, BEICRGE o=l —JuH&rxnN
T :(S,p,o) 3)
Horr, THFRIR=J04l, s FoRKRGE, p T kShk 5 RSUAZ ARG LR R, o FoRBSk. RIEHLE
T NIRRT, B FR RS F Z A S S 5B H M SRR i SRR IAKSCER
R SHE LGN AP RBEC R, PLKHACE fr4 [0 T E S RS HUS B a2 8] 1 2 A4l
KER, IFERN

(c,, CONTAINS, p, ) “)
(¢;,HAS_PERMISSION, u, ) 5
(p,-HAS_REQUIREMENT,r;) (6)
(¢;,PRECEDES,c,) @)
(p;CONDITIONAL_DEPENDS,c, ) ®)

Heh, oM o FoRME AR, p RFESHENE, w IR, nIoR SR IRk, #id b
RE, WOE A TR . RUBRZIR . SR 2 I B 45— F o T T R R e f =
TEAHHE -
16 5 BRI BT 52 SR = 02 R B 3R G A MLV A S e 6 M 8 iy & B Rl R PR
HER R B R
G, = (V. Ey) Q)

Hr, Go FonB B ap AR ERE, 1 ZoREIET T RES, EcRRTTRZERRRES.

St S A i R b, RGAR UG B i 2 T AR = 0nd,  FERRYE SR SRR A4 AR A il —
SEARAR U o AR AN R SORY B 5 IR [R) — R A P A I T AR AR [R) 2 AR [7) 44 Bk 1) SR F U HE A
HEEHOAT A, JEARRE BT &

[F]—ZH0r] Re Rl Ny tHILAE 2 SR L B an &, SERG IR 5 2 NELE S /Ul CONTAINS % &AL [R] %
S A XM Ty BE AT LU D 2807 AU B R A, W] DS B AN [ f 2 v 1) 52 S0

NN E A 5 SR R SCHR, ASCECE dr TR Bz 5. A IR A G B aw
A, FFAESERIENR I b S g B, BARRAR K 2 . RGN AR B R R N

G =G, ®AG, (10)

Hrp, GoFORTLE & FE AR, AG FoR S s PAERI RN, @ FORIMARTE. R e
RERIBINERGERSERME . 5 R RN B R R AR AL & 4 fros.

Table 4. Knowledge components for scenario knowledge incremental updating
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Figure 2. Incremental update process of the knowledge graph
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Figure 3. Knowledge graph of configuration command execution sequences
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Table 5. Statistics of nodes and relations in the configuration command knowledge graph
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Figure 4. Configuration audit retrieval results
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Figure 5. Retrieval results for command generation
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