Computer Science and Application - E IR} %5 M, 2026, 16(9), 85-99 Hans X
Published Online September 2026 in Hans. https://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2026.169291

LI E T E T SipHash X E 2 /BY
PBFT%Z%M:{«I:

B OBC, shE, SRR, LEE, BFR

L RAMESN AR RE RN 5 AR, EIK
i Tk DO )iz #efpi s DGR s A BR A, DY)1 RS

ks HiH: 20264F8 H2H; R HM: 20264F9H1H; KA H#: 20264F9H9H

H E

FELRIEMER S S, REMERRSREEREE, AT oARRA—BHERBR 240k, KRR
ZHOASHR SAERE, BN SRR T B R, VBB EERIEZR . MEMZER
HRAFETTIRE B L, SBPBFTHRGRK, TMEER, NMEMEFETHIFRRARTHE. 50
B3R, ASCHRH—FEE T SipHashRBE 2 HISH-PBFTILIREYE, SHESAPBFTHATEGE . HEEY
St T — MBS T RUEENLH], AR E ERENRETN R, £EFRRNRIITES
BefE, WTSEARBESKESIE, BLAFMESEERTT SN, HHBE—FSRAE
Zr, FRETRGRERE. K, AR T TRORBESLEY, BRERMZENELERS K
AR, BMRELNARE. REtk5EHME, RRRL T EFESLT %R TRRIT T,
ERGAER DT RBEERE T S RSORIERE, BAET AR MARMERR, A EEFRSINER
WESHH. R, TEELRERRY, SH-PBFTHEESZESSM. REFHE. WM EXER
FHETHHRAMRE, RERETRERERT, TaRERFHEELELE.

X §Ei7]
MIERR, XsE, PBFT, $LiREE:, B4

Optimization of PBFT Algorithm Based on
SipHash Proxy Signature in the Internet of
Things Environment

Xiao Xiao?*, Qinghong Zou!, Yanlin Ji2, Haijun Ma?, Yuchen Deng!

College of Intelligent Science and Engineering, Chongging Institute of Foreign Studies, Chongqing
2Sichuan Panhua Aviation Instrument Electric Co., Ltd., Chengdu Sichuan

Received: August 2, 2026; accepted: September 1, 2026; published: September 9, 2026
SEEE .

XESIH: HH, 45FE, SER DIEE, BFR. YIRS N T SipHash /CHIZE 2 K PBFT BykM4bl]. 5
HLEM= 5 R, 2026, 16(9): 85-99. DOI: 10.12677/csa.2026.169291


https://www.hanspub.org/journal/csa
https://doi.org/10.12677/csa.2026.169291
https://doi.org/10.12677/csa.2026.169291
https://www.hanspub.org/

Abstract

In the current Internet of Things environment, there are significant differences in device perfor-
mance and energy consumption, which exacerbate the complexity of the consistency problem in dis-
tributed systems. Blockchain, with its decentralized consensus and trustworthiness features, has be-
come a key solution to this challenge. However, IoT devices often frequently go offline due to re-
source constraints, network fluctuations, or power outages, leading to the failure of PBFT consensus
and frequentrestarts, thereby increasing communication overhead and reducing system throughput.
To address these issues, this paper proposes an SH-PBFT consensus algorithm based on SipHash
proxy signature, which improves the traditional PBFT. The algorithm first designs a proxy signature
node selection mechanism, allowing each node to autonomously specify a proxy node to perform the
signature operation during its offline period, thereby achieving the balanced distribution of proxy
tasks and avoiding performance bottlenecks caused by excessive concentration of tasks. It also
builds a multi-level proxy signature chain to effectively enhance system stability. Secondly, this pa-
per constructs a complete proxy signature model, covering efficient and secure signature generation
and verification processes, ensuring the validity, security, and traceability of signatures, while opti-
mizing the consensus execution method in the presence of offline nodes, enabling the system to com-
plete the consensus process even when some nodes are offline, avoiding frequent restarts due to
node failures, and significantly reducing additional communication delay and overhead. Finally, sim-
ulation results show that the SH-PBFT algorithm performs well in terms of signature task distribu-
tion, system throughput, response time, and communication overhead, especially in the case of node
offline, maintaining good overall performance.
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Figure 1. Proxy signature consensus scheme
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Figure 2. Modeling the proxy signature node selection
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Figure 3. Proxy signature chain architecture
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Figure 4. The number of proxy signature tasks
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Figure 5. Average consensus delay
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Figure 6. Consensus delay for a single transaction
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Figure 8. Comparison of communication overhead
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