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Abstract

As the most common electronic equipment at indoor crime scenes, home routers store critical case-
related clues including network access records and device connection logs, making them vital tar-
gets for electronic data forensics. Taking home routers as the research object, this paper explores
multiple methods to extract and analyze router storage image files. The research results demon-
strate that compared with the traditional Web-based forensics method for home routers, image
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extraction and analysis can partially bypass password restrictions and retrieve more data such as
network access logs and device connection records.
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2.1. REFMRHFS T ERFHX

Tolb i i g ) AR e Sk g s, LRI g I AT . W Is 40N iit iR, Bd# Console ifiif%
H. R ZIRHEAERE L M a2 A RS, SEAANRE RO, ML A6, %
SR A E AT, AR 6] 2 SENT IR H 35, 8046 BT P B 25 2 i I R R
2.2. REFRBFJRERGEH)RE

FIRMEKH M AR EE RGRE Y LURA T Linux RGUNEA, BB FKTE A R4 ISR
M 4F[2], a0 Vxworkss ASUSWRT %58 EAE RSt BbAl, IE4EKLL OpenWrt. Tomato. Merlin VA%
FMVFFUREE =7 % pH 24 [ I FH A b K, IX e E R G0 AT B T, T A B B ) A s AT A4
HEERFIRZHART, WESFEE, SIMEHAREZTFH SR RHR.
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2.3. REBRBBIZOEHESHNTE

FHE P B A A% O AT A0 P 3 A B LAT BT 4 (RAM) R A AE A6t 25 (FLASH) 2%, 23 Tl A7 T80t
8 RGUEWE . BT 8dE. H P ICESWE . H SRS

RAM & RIS A8 N A7, J& T 5 R MEAP et e, A TSR R g7 gk, £k
A7 WGBS H AR . B AR I HUZ AT, RAM 2XSERTINE RGN BATHERE . BRWDIRAS . e omiide
GRS ARSI S . (H RAM S A NS W B AFRE ), B — LW, HE, AT I
I HE SAETE S, TIEWRE . FEEH 28 RAM O A BN, (RS SRS ERIEITER, £
AR 2 ) A A7) S AT

FLASH 5 1 BIB th#8 INA7, B TR 5 RIEAE AR, 2 8% th 28 PR A LA BT, W7l S B A 2
o FLASH & Fr EEAFAE 6 48 RGEF . BB SO WIFL %S, BANIK S &g EEE. 240
B O ECEEE, 8 ESTUE R OX % . S EEH 3% FLASH o0 7 2% 3 il /£ 8§ MB~128 MB,
FLASH 85 #8 vld@d BRRAL 08 S8 AU S 2 F g O3 E, 2 I R 2R AR DR 1 3 2L 7T
R 1).
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Figure 1. Storage chip appearance on router main-boards

E 1. BAFERLE#ETHREX

3. REBAFRGRENGZHR

i S B R A O R S HGIESC e, AR 0TI (] UART(TTL)F2 L. SSH #2HX. FLASH &
FrEPERL, Console #2HL. JTAG HEINEJ7 1200t 5 BE i 47085 BB AT S L

3.1. TTL BEHY UART EEOEEIZENES

UART (Universal Asynchronous Receiver/Transmitter)iff i [ 4% 18 B bR/ TTL. F1 RS-232 45,
A L2 T TTL WEHER(TX/RX/GND/VCC) (LK 2fENREEE &, BIART 7R TTL B
1] UART #% H#E47 HUIE.
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Figure 2. TTL pad appearance on router main-boards

2. BREAZREMR L TTL REEK

HRTRIRE B A8 AR OREAE W ) B EMR B TTL e 0, 7 R R A F 5
B VCC. TX. RX. GND VUSRI (I H Je USB ¥ TTL g #e S Ha st ds TTL SR AL HGE T
BNl ERESERE, PRRRE SIS ATIRES, B A R T (R 7 A SecureCRT) AL B I 4% 5
BARhL. RN ESH, EFRERREEE. ERRY )G, [HGSEEEBEK S EDLE 3),
BEHUIF dump % HH 2§ A AT Flash INFEGAR I ORAF B BGETHENL, S8 BUBHRSR I

[ TP-WRB41N — SecureCRT —l=)x]

Options Transfer Script Tools Window Help

s F P Enter host Gl POM S a? ? @ o
| & TP-WRB4IN x 4p
&

g # web
gs # Displays all webServer data connetions.

2 | #

&

S [|# web -show
~l# web -account
Sf#

E [|# -show Displays all webServer data connetions.

2 |[# -account Displays user name and password.
=l#

Sil#

2 [|# Example:

g [|# web -show .... Show all webserver data connetions.

Sl web -account T Tl.lL.. Show user name and password.
# web -account
username : admin
d : mjf870621
#
Serial: COM12, 115200 | 21, 342 Rows, 154 Cols |Xterm | Jlca]vuy|

e A lizlE] = B &2 50

Figure 3. Viewing router accounts and passwords via web commands
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3.2. SSH FIgI=I G %

FEERE A RA LA TR Linux RGTT A, KB i 2 B BRI 3 SSH AR SS, kT bl
i P2k R 2, Id SSH TR AR B R B JA &, SR th 4% root AR, JHIE R 41454 13 FLASH
X WAFIBITEE, TR RGBS AR A R THEL

e Bt A S BOIE TSR 2 g, R ENLBLEDY 5 Bt 2 R B (5B SSH TR (ASHT
FUME ] MobaXtem T H)IZREIERE, HIAKSH 5 RBIRGIE(LE 4). FREI)E, EERSEEK
FAFMES X, PUTHEE . 76, SHERME, TREBRRROLE 5).

Hea eorm PR BN L

Figure 4. Connect to the router using SSH
& 4. 1/ SSH &R

He-.meomwn NP ene L a

Figure 5. Extracting router image
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GITER R BRVEBCA WY, AR 7y B B8 BRG] SSH IRSS . H Web s AN BLE T2 T AR . &6
Jr % 4 EARTT I SSH AUIR , (HALRAF B, Tk B BURERZ OB, (XRESREUE 7 FEAlile B A5 B
PRI P 75 R FH BOR T BOR R AR Gt o v i BB Jm 7 TR B = s

3.3. FLASH & R ¥IB{R IR 18 /5 3%

FLASH it i V) B SRBGZ £10) i i 2 SR B B I 28 A DUIE 7 725, BLHR DABR Hids FLASH 768005 7
NHGIEXS e, I LR LT A OS A e EAdE,  AIRIR R AR PR, R RAIR. RfeE
MBI 2. 8 W B SR IUTT V32 200 D S A LB S AR LA A A 5

3.3.1. RIFHIHRE

FLASH &R GRAFHURBURFE TS s BO B, BRI S, BN &% 28 48 - FLASH
O I, B R A R S, SO T TR AR, A BRI [3]. TR TR IR
PREDES R, TCREAF0 0, SRR, BUESCR &, SR TOH I HsEir JouR . a4 e B i 25 &
o

3.3.2. $RFHER

FLASH ‘&R RMIRECH & 7 %, Bk e £ 0 B . O IR ™ H . e AT G, B0 A
SIS BN BB, @R 60K FLASH (OF AR E3RED, W& 51 RS e, 0y fe T
LR, el R LE 6).

Figure 6. Extracting router FLASH data with XTW-5 programmer
6. fE/H XTW-5 4RiZEF 12 BUEE I 2T FLASH N 301

GINEER T ST FLASH 5 (g 88 80w, BOIEACATERR, (HERAEERE R, frfEd e
Sy SRR R, & T A ERGIE TS 2, AAE HA HUIE 7 2 R S50 A

3.4. Console BN JTAG IEOEEMESR S X

Console # I1& %Mk 2% e (R I 11, T2 B T kB dr s« el RSS2 55 i i i
Hla el WEEAFICEORE , SBEHS th as Pl A . K a4, JEAA FEARAC Console #5111, PILTEIE

DOI: 10.12677/csa.2026.169303 229 TFEARY 5N H


https://doi.org/10.12677/csa.2026.169303

%77 I R BRI OIER 5T -
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wES R, RBCSR NEAE G AR EIE, fe SRECHAR T VORI R Z R . 1% R
OB RAZ RGEFRPRPR S, B 2 Raume . BORSUE, KRB OIS, 5nr e sddE
FEHL,

PRF % A8 5e, TER% A 2R B8 AR - F-4K JTAG 51 I WA 4 Ff: 10PIN. 14PIN. 16PIN. 20PIN)
O 7); A N SR T B CRAE 7248 B JTAGulator T B 458 5 51 BIThAE; {8 F 07 EL 3R 52
f#FH JTAG/SWD ARM 1jj H.88)% 42 JTAG 5, 5% dump 6 #1858 Flash &1L 8).
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Figure 7. 10PIN JTAG pins on router main-board
B 7. BREIZREMR 10PIN #4% JITAG 5180

Figure 8. Performing chip extraction by connecting an ARM emulator

8. ¥ ARM TEBFHITEHIZE

YR 2B B 4 T R EUENT ITAG K5, (D ECE IRHUR R 5 . R,
WEE ITAG S BRI 77 REL T, A RE A SR BGIE T
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3.5. SEARGRIEMGE

BRI T ENL. BRI RN E R &, R RS, KRBT EYUIRE R Gsel
WL R B E R IIRE . BB ILEOT S SRk th 3R e AN, SIS s N . B AT N
RUNLARS, Frambsdn. RESE. BRI T RN b, EFHIRIL. Jo i 26
RO

HAZ O BGIE 52 A MU BT AT B BR, UL B @ U B TR, P8 B i R G AE . %L
BB AT SE R R Ay, A R R B 800, — IRk th RE AR HIR . woh, @R
PIVLPLE . WAEBER TR, R B 1 SERT s 17 730, SRS R MR AR IR 4] (LA 9).

MD5: 765fa0d30394d6232b4cabe448eSd6f

SHAT: f9edbc9d12514ef732ebf12c0e49352e85cd8c83

HA256:  faal2a59a5d

Figure 9. Extracting memory image of the soft router

9. $REVKRR I RIR
WU, B i B IRIUR E (2 . MR SERPE LT, SRIOR L T SRtk R e b 8, LT A

IR, HOUE bR AR

4. REEFRHA RGBT A

H H F B S BGIE 5 B T 845 Binwalk. FTK Imager. Volatility3 Az “#JH6 M EGIE KT~ 25— 4L EL
R &R T HEIEE M AR, M EEE SIS G BRI 2T AT . 456 &K TR DIReRE,
AW AR — B B S % 2R Be BT IR AR, IR G PR B E M. NAEBREMET. H BEE BT
ORI, (R R PO AR A % R RS O R IR R R

4.1. IEHEEE SRR

R B G 3 ANBGIETH L, TH SBR[ S AT SE BV SS, TiA
£ G €1 TP RS SN/ FE 17788

4.2. BEHHRIG R
A Binwalk T B3} bin A% 38 FBHREEAT RN, WM PE XG5, IR SRIA G BeE
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SCfE AP EE SO B T HRARA L WiFi REEE . BKMIKS . EBaE R, makidx. &
BE X H S OHEE, R SRR E 5 KIS AT RE . F X A1), BHGE FTK Im-
ager SE/R BRSSO, ARG E 5D Lisir Hd .

4.3. AFEHRIGRENR

KM Volatility3 T RNk & WAFBE S, T RRAFEEMT, FELB KB TR LM%
R AR AR ImIHRIEIR & S0 DRSS 5 R M, b 7 [ A B 5 A BGIE AR
4.4. HERREEIES

H M0 T 2R T B s iR s B DL (B0E 1 MRLE IR S5 55) 1P HLhE P REAE L. DhREIR BN L. W45
BRI MRS LA (5]. ERSCARM TR RGHE. W HE, s H ST g, XKE,
VR, H R AR SRR AT N IR AT R G ERAEAT Y, RUER R 0 OB N AT

5. D5 R4
5.1. EXBRGIEN G ZEEE XL

XA 5 RS SR BRSO AR SC B . BUERCR . &R BRAEAERL . e it
AT RGEVERTEE, BB S RINEMZE R (LK 1),

Table 1. Comparison of different router image-acquisition methods

1. BHFTRRIGRENG AR

P51 T R REHWHE  REHRKSEN  REGIRIAAEIE R A
TTL = TR 7& ST 2
SSH % &= & FE(HBY) P
ITAG v & 4 % %
POy 7/EE Eindiid 2 2 7 i i
Wik & i % & i

TTL Y177 3R A B ARG ol BT SE LR 2 8t T 1, Sl IR, (HOKH > B A7 4E U-Boot
TS RGN R BT B B A PR . SSH RIEM B RS TTFEAELRIREL, TEHRAMiises, (HAZH
PERUBR SRS BR ], KHE 4 R 2% R BRIA OGP SSH RS, A R AL 4R HL, 1 e RS Xt R H 25 i
B BRAEXEEECR . JTAG J7 s REHS Seid BAFBURR PR SE LA O8O SR E, BB B o 8 8 Wi il 5
B, G PEA AL o O VBRSO R IR R A ELRGR NSO R A Bl . A2 ARG e D PR,
Hn ROy SEvE fe e, B2 R BESRI FLASH A7 #udls, TR MU AP it : R SRy, #
PEMERER,  BRAEAS 2 53 it 45158

5.2. B4

5.2.1. RIRBUES 5% Web BUERIRTLE

6 B4 Web BUIFARFE M U B A T R B0 W E, BRrERI . JERIRML, (R RE a8 SREL TR H T 8 )
AIRERE, GERIBGERN HEGE R MEEEE %, SEAIGERET SSH. TTL. JTAG. &Pkt
B 77 ORI BR W H2 HU B Web J7 sUBT CiR 32 UM I 2 5 s e 14000, MBS A NS RCEE S, &)
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T ETHRAE, HORTTE R, ST BARERE AR SRR, 5 800 75 15 B — kil o i T 2 8
2 IR I BGE S A AT 5 A5 F AT

PLINK AC2350 (0 5 R2350) 1, 8T % FH2% Web & RS, A $REUE A8 5 . MAC il
W& A5 . WiFi SSID Je B HREC B A5 B . X T BGEFT S MR & E R0, 7F Web & HL A (L
JEIR MR R MALS . TP Mk MAC Hibk(E (0K 10); IR SRHGE & ] iE Rl LR G H &
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Figure 10. Extracting data via the Web-management interface of Xiaomi AC2350 router

10. /K AC2350 BEEREE Web BIE R HEIEEEUE

PL SSH 77 IR B i 2877445 1%, 8] WinHex. FTK Imager 25 T B n# s 45 AT 00 Inak
BESCHEFF RS 38 UM R G M RGE— TR, RIEAIEECR. HiaHEIIRERE
BOL#E 2).

Table 2. Overview of information extracted via image-based forensics

® 2. REBUEARREREE K
FEHUER WiFi K& {5 B B IERIL R B H i az T HEFE
AL E /etc/config/wireless /etc/xgDb /rom/etc/config/network /data/usr/log/messages

RN EREAT AT, A IERRIL KR (xqDb P H AR LR M i (AL S . TP kAT
MAC H3E(E 2. B HE2 1T H Bl R (messages SCIF) T PRABIC R BR @18 1T VAL fRER AL K
SEREER, AR bBSREAD N NRPEPAR P AECLIE 1),
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i *E\2024/A IR AL S PR -8 R SSIRRR\ B E S8R\ messages.tt - Notepad++ - o X
XHHF) REE) ERE) ME(V) R®BN) ESO REM TRO) &M EFR EHE) #0w) ? X
JHHEEEE Bk 3cihh 2% EESHT ERERAD®(® DB
& messages. txtm‘
1 Sat Aug 8 10:54:38 2026 user.info luci:
"finished:/cgi-bin/luci/;stok=7944cde6cabddbcdefcc2809ac3c2d9a/api/xgsmarthome/request smartcontroller™
2 Sat Aug 8 10:54:39 2026 user.info luci:
"request:/cgi-bin/luci/;stok=7944cde6cabddbcdefcc2809ac3c2d9a/api/xgsmarthome/request smartcontroller"
3 Sat Aug 8 10:54:39 2026 user.info smartcontroller[3652]: start scene by crontab: wee?zﬂ, time=0:43
4 Sat Aug 8 10:54:39 2026 user.info smartcontroller[3652]: execute scene by crontab, current week:0, current time:0:43
5 Sat Aug 8 10:54:39 2026 user.info smartcontroller[3652]: execute period alarm by crontab, start_time=0:43, delay:17
6 Sat Aug 8 10:54:39 2026 user.err smartcontroller([3652]: system command: /usr/sbin/sysapi macfilter set mac=;echo -n
"/etc">/tmp/e; wan=no;/usr/sbin/sysapi macfilter commit
7 sat Aug 8 10:54:39 2026 user.notice /usr/sbin/log.helper[3711]: INFO: rotate /data/usr/log/messages =>
/data/usr/log/messages.0
8 sat Aug 8 10:54:39 2026 user.notice /usr/sbin/sysapi-c2b0dd12-19907-/bin/sh -c /usr/sbin/sysapi macfilter set mac=;echo -n
/etc>/tmp/e; wan=no;/usr/sbin/sysapi macfilter commit[19909]: INFO: input ARGS: macfilter set mac=
9 sSat Aug 8 10:54:39 2026 user.notice /usr/sbin/sysapi-c2b0dd12-19907-/bin/sh -c /usr/sbin/sysapi macfilter set mac=;echo -n
/etc>/tmp/e; wan=no;/usr/sbin/sysapi macfilter commit[19909]: macfilter use config path /tmp/etc/config.
10 Sat Aug 8 10:54:39 2026 user.notice /usr/sbin/sysapi-c2b0dd12-19907-/bin/sh -c /usr/sbin/sysapi macfilter set mac=;echo -n
/etc>/tmp/e; wan=no;/usr/sbin/sysapi macfilter commit[19909]: ERROR: update rule failed ,mac parameter error or null
11 Sat Aug 8 10:54:39 2026 user.notice /usr/sbin/sysapi-02ae7bef-19907-/bin/sh -c /usr/sbin/sysapi macfilter set mac=;echo -n
/etc>/tmp/e; wan=no;/usr/sbin/sysapi macfilter commit[19966]: INFO: input ARGS: macfilter commit
12 Sat BAug 8 10:54:39 2026 user.notice /usr/sbin/sysapi-02ae7bef-19907-/bin/sh -c /usr/sbin/sysapi macfilter set mac=;echo -n
/etc>/tmp/e; wan=no;/usr/sbin/sysapi macfilter commit[19966]: macfilter use config path /tmp/etc/config.
13 Sat Aug 8 10:54:39 2026 user.err smartcontroller([3652]: select can not find valid connect, errno=4
14 Sat Aug 8 10:54:39 2026 user.err smartcontroller([3652]: system command: /usr/sbin/feedPush '{ "type": 5, "data": { "name":

"it3_0_43", "list": [ ] } }'

15 Sat Aug 8 10:54:39 2026 user.info luci: "Intelligent Scene:it3_0_43 finished!"

16 sat Aug 8 10:54:40 2026 user.info luci: "matool notify:"

17 Sat Aug 8 10:54:40 2026 user.info luci: "{\\\"type\\\":6, \\\"name\\\":\\\"1t3_0_43\\\",\\\"actions\\\":[]}"
18 sat Aug 8 10:54:40 2026 user.info smartcontroller[3652]: process next event ...

19 sat Aug 8 10:54:40 2026 user.info smartcontroller[3652]: before select, timeval is NULL

20 Sat Aug 8 10:54:40 2026 user.info luci:

"finished:/cgi-bin/luci/;stok=7944cde6cabddbcdefcc2809ac3c2d9a/api/xgsmarthome/request smartcontroller™

Cat M O 1NBEA-AN DN0E menw Snfa lned-

21
Normal text file length : 206,580 lines : 1,487 Ln:35 Col:102 Pos:4,813 Unix (LF) UTF-8 IN

Figure 11. Run-time logs of Xiaomi AC2350 router
11. 77K AC2350 BRHRERIZITHRE

5.2.2. HETEASFEUENZOER

Bt P2 e A R AR, B 38T T (0 e A P SR AT S, R RE R B SR I M AN IR T,
FR 24 B HIE TAE P O £ AR, SRR /N o B R B B Eh 38, WA R 1 o 25 4 %R
45, Xt FLASH fRA4%cdn . [ 265 (2 AT 22 2N B, B ot A2 T B s B I s 38 (A% S0 1, i
FAOLAG T T AABTCVERA N a5 4 (X . U SR, ML TR, RA T BGERSE. [FR,
SR 28 3R 5l SSH. JTAG TERRARUR, RS i iz 11, A5 01 02 R ) 2 e 5
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