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Abstract

To address the problems of link jitter, service unavailability, node anomalies, and data incon-
sistency arising from the cloud-edge collaborative deployment of highway toll collection systems, a
multi-level disaster recovery and state synchronization mechanism is proposed. First, system fail-
ure modes are classified into the link, business, computing, and data layers, based on which a hier-
archical disaster recovery control model is established, together with the time-scale constraints
among link protection, anomaly determination, and business recovery. Second, based on a Web-
Socket dual-connection heartbeat detection mechanism, a service availability vector and system op-
eration mode variables are defined, and a finite-state machine for business-layer degradation is
constructed to realize state transitions among normal cloud-station operation, suspected anomaly,
degradation determination, plaza-level degradation, recovery detection, and manual confirmation
for switchback. Finally, the model is validated using data collected from actual toll station tests. The
results show that the maximum trigger time for the primary-backup switching action is 3 s, while
the maximum business interruption time is 40 s, satisfying the constraints for anomaly determina-
tion and degradation switching and recovery at the business layer. The proposed mechanism sup-
ports rapid degradation, business recovery, and stable switchback of cloud-edge collaborative toll
collection systems under abnormal conditions.
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Table 1. Typical fault modes of a cloud-edge collaborative toll collection system
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Figure 1. Overall architecture of multi-level disaster recovery and state synchronization in a cloud-edge collaborative toll
collection system
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Figure 2. Business layer degradation state transition diagram
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