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Abstract

With the rapid development of network technology, APP has become an essential carrier for
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people to use network information services. However, we should also see the great harm brought
by APP mandatory authorization and over-authorization to various aspects such as personal in-
formation security and network security. It is effectively regulated by the linkage among the four
main bodies: the state, enterprises, trade associations and organizations, users and mass media.
The state should improve legislation, strengthen administrative supervision and promote judicial
practice. Enterprises should strengthen protection awareness, take practical protection measures
and actively assume wrongful responsibilities. Industry associations and trade organizations
should improve the industry self-regulatory mechanism and strengthen industry supervision.
Consumers should establish awareness of personal information protection and rights protection,
and mass media should assume the responsibility of media supervision and increase the publicity
of personal information protection. The use of these four main bodies, and the establishment of
the “four-in-one” regulatory system, will be important to eradicate the APP collection of personal
information chaos.
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Figure 1. Number of relevant APPs applying for personal information-related permissions (Android version)
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Figure 2. Number of related APPs applying for personal information-related permissions (iOS version)
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Table 1. China’s laws and regulations on the protection of personal information
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