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Abstract

In the context of the era of big data, mass surveillance has been widely used in investigation, while
playing a role in crime prevention and crime investigation. Large-scale surveillance for the whole
society is different from technical investigation measures, monitoring of an unspecified third par-
ty will also pose certain challenges to personal information protection, and the existence of in-
formation sharing and third-party theories will aggravate such conflicts. In order to balance this
conflict of interest, large-scale surveillance should be regulated from the perspective of personal
information protection. Large-scale surveillance should be governed in scenarios guided by the
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principle of proportionality, and specific regulation should be carried out through rights protec-
tion and procedural rules. At the same time, attention should be paid to the limits of personal in-
formation protection, rather than blindly emphasizing individual empowerment, in order to achieve
the balance between crime management and personal information protection.
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