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Abstract

Web crawler as an automatic program to capture data has great technical advantages, but as a
neutral technology, web crawler also has its harm after being maliciously used. From the technical
point of view, web crawler behavior is generally divided into three stages: access to the computer
system, crawling the data in the system, and storing and utilizing the crawling behavior. This pa-
per aims to analyze web crawler behavior from the perspective of criminal law, explore the path of
criminalization of malicious web crawler behavior, and judge its criminalization criteria from the
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two perspectives of objective lawlessness and subjective malice. At the objective level, the sub-
stance of the judgment on the threat to legal interests caused by the act and whether the infringe-
ment has reached a punishable level; at the subjective level, the focus should be on whether the
perpetrator has the intention to commit the crime.
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