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Abstract

In this paper, to investigate the potential effects of Snapseed image processing software on Exif in-
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formation and originality of JPEG images, JPEG images were taken as the research object, and the im-
ages were processed using Snapseed software, and the MD5 values before and after image processing
were extracted for data integrity checking by using tools such as HashMyFiles, MagicExif metadata
editor, Opanda PowerExif 1.2 and WinHex, and at the same time, the tools were used to record the
detailed Exif information before and after image processing and check and analyze the potential da-
ta changes. The experimental results show that the Snapseed software leads to fundamental changes
in the Exif information and originality of JPEG images, including the modification or deletion of some
of the original information and changes in the MD5 value. Therefore, in the current situation where
Snapseed software is frequently used in daily life, it is necessary to pay attention to its application
in the fields of forensics and digital image forensics, etc. Wanting to make sure that the originality
and metadata information of important photographs are not altered, firstly, retain the original files
without import-export and editing operations on the images; secondly, confirm the information of
the shooting; and finally, consider writing a digital signature to ensure that the originality of the pho-
to is not changed.
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1. 518

e FGEDA S EE R CEZEN MG, WERAWEEE, B AR IR B AR
TR EERAR. BIREMIE, EFEEE. SR EGIGE . BURWIRSE J7 R IEE SR . 2R
IM, B+ Photoshop. Snapseed. =775 MK EIG AR f, FINLEIERI R, &aE, S
B EUG B COR O i 8 A5 R A 5 82 [1] o id AR RBIR 3% 5 ot UG 34T In TAME ok, HE 2R
DIMBELE, M B BRI A4k, s fema AT B R . R A 2 U R
F TSRS S, (HS2hr LIS A Exif (52 Ceisik, M S8 IPEG BBk L HF M. X
HI A5 UG %) 55 a1 AR L I 5 2 0 A T M A R PRI A o Xt AN T s Bkt 1 PG A 058 5 BRI Py B B S
DRI, AR A B DR G 4 R A g s AT HE B G AR AL B, fEIX—T RN, A URETHR
Snapseed Xt JPEG MG HEAT g B AIALEE 5 0 BRI Exif (5 EFIE ARSI . 78 “ R B0
W7 LR 2R e 1] “Snapseed” , R EEE W M A 4 B I Z AT ERE I R A4F . B 1S H Snapseed & —
TG ) EUR AR Y, Besi A “ sl BRRTFHUEE APPY A “F 5 ) Photoshop” Z FR. &
% Snapseed FJ LA T iz B E R IR S e« MR BGIE S BB AL B R i) semm . o tan, mT LT fg dont B
(1) s 4 A0 g i g 0 B UG 25 58 B IR, 1 ARt G e Bl g i, AR e 13 3 AT AR B 225 Snapseed
Gt R . NIRRT UG SR IR 1 5 B SE e B R IR R 1) 8, T % Snapseed AR xf G i R
TETERC, SCESRA T 80> T RAJT VLT SEs AR /b B0, GEECES Exif {5 5.1 JPEG B AE
TG, FC IR AG I Exif (580 MD5 {6, FfiJ5, FIFH Snapseed FAfFXTix Le G AT AL BE, A
AL G B R A . 8235, 3l MDS5 {8 [ EE X Al MagicExif s #:. Opanda PowerExif 1.2 % {4
PAK WinHex 3-S5 TR AR, 0 ALBE AT R EEAT P40 Exif 15 20 BT Fiks S e s 2. il

'https://wenshu.court.gov.cn/website/wenshu/181029CR4M5A62CH/index.html .
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UG AT, 7 Snapseed Bk X RIS EXIf 12 BRI E 04 M T8 8400
2. JPEG Bl 5H Exif 52
2.1. JPEG Efg

2.1.1. JPEG BB ELERIE

JPEG G2 —Ff LA 45k 4ii 77 sUAE it i) B BHG SO, HSUH e 444 24 jpg BUIPEG. B R &
BUAR 5248 e (DCT) B S SR8 BE S K /N o JPEG UG I E AR FE 1 o G 7 #0h 8 x 8 1R &k,
XN PEAT DCT A8 #e . DCT ARl P b G S A S oI R4, Horb m i R ¥ s B 40
IR, AR FR I 2R B R R AR S A . ) S A R B AT BRI N, JPEG W] LASE
MES RS % . AR5, S BRI & N R 8 4 id e SN e DCT AR i (1038 1o 75 3007 4 6y
BorE, MmEREEE2]. 4R, BT JPEG RAF I ELG L, Bk 4 f b 2x Z 34 G 40
e AT R E, JPEG 4t T — AT R A S, ROV R R R o B R 4 o A
TR R BN A0 B A v B PR S &, TR ) A o 2 AT T WA 3 e PR 4 3 R LA ) 1]
B .

2.1.2. JPEG ERH T4
JPEG FE I SCA S5 mT LIAS B WinHex &5 -+ 75 8E il 4 45 285 3E 7 VE 4 70 # » 1X B2 LA Canon EOS 1000D
AN EG ORI, o E B 1R,

H& WinHex - [IMG_0097.JPG]

B XMHE) REE #RO) SMN HEV) IATN TWIAD ®ERO) HOW) #HEH)
Dol Saf? | OGRS AALSY  -He [ S30mAr  @ KEA @
IMG_0097. JPG |

offset 01234567 89101112131415 AN I1

00000000 m;' 1)3. FF El [49 29 2a 00 §Bya FoExif G |
00000016 00 WF 01 06 ow 00

00000032 00 00 10 10 00 80 0 2 01 €
00000048 03 00 01 00 00 00 01 00 00 00 1A 01 05 00 01 00

00000064 00 00 A0 00 00 00 1B 01 05 00 01 00 00 00 A8 00

00000080 00 00 28 01 03 00 01 00 00 00 02 00 00 00 32 01 ( 2
0000009¢ 02 00 14 00 00 00 BO 00 00 00 13 02 03 00 01 00 °
00000112 00 00 02 00 00 00 69 87 04 00 01 00 00 00 C4 00 it A

00000128 00 00 34 25 00 00 43 61 6E 6F 6E 00 43 61 6E 6F 4% Canon Cano
00000144 ©E 20 45 4F 53 20 31 30 30 30 44 00 00 00 00 00 |n EOS 1000D
000001e0 00 00 00 0O 00 00 00 00 00 00 00 00 48 00 00 00 H
0000017¢ 01 00 00 00 48 00 00 00 01 00 00 00 32 30 32 33 H 2023
00000192 (3A 30:35 32 31 37 20°31 31 3x.32 35 3A 31 31 00 | #05:17 11:25:11

Figure 1. Using WinHex software to extract JPEG format image information

& 1. A WinHex 24128 JPEG X ERES

1) SOk SCHESKIEHE BT AR, TR RSO JPEG B S 78 WinHex H1, AT LLE #5C
R DL “FFD8” M= TP HIHFG, Ron JPEG ST IRELE

2) NLFEGE B BB BOR AL, H T EUR NG B 75 JPEG BUESTIFH, o LI
FHEGHE B2 JFIF B8 Exif B £ WinHex H, AT DU B RE € bR iR fF ok iRl B B By, “FFEO” &R
JFIF B, “FFE1” IR Exif B, tED APPL fydric, [ Exif #% 30 JPEG B SCAERL A APPL [ FH 72
. B N APPO (1N R .

3) EILEKE: BENMREAESTHTEML DCT R EMNR. 75 WinHex o, A LUl A A5 & 1)
FRIRSF (T “FFDB” )R & fr EAL R B .
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4) FGEEEB: KEHEEBUE PEG KGRI LD, B 7 4 i G HdE . /£ WinHex i,
ATLVE B — RAES T, ARG Huffman 4afs it EUGHE X e a8 7 R T s A rE g,

5) Huffman £ Huffman %5 7 T Huffman 2 S ARSI Huffman . 76 WinHex t, ]
DURR HE4F S AR RS (0 “FFCA” )K€ AL Huffman £ .

6) MAFRE: M REFRREMG SRS R . £E WinHex H, o LAE #IS00F K R 1) 7518 % L “FFD9”
FR JPEG UL .

22. Exif E&

BB Exif & —FhH T 17 BUE B n{E B s 2, R eI i fad 72 b B 2 ik A 21807 BHE S
PRI IS, B8 T 5EGH SRS ER T . Exif (580 “FFEL” /ENTFkbRIL, ZJ5M
AN FARRN Exif (5 B3] 5 SRR H A (] F45E8 & . OGRS )L SGEME . 1SO BB
GPS ALbR%E, 1XU6(E B0 T RAE EUR 1 SR A s st e e 2 oC 2. BRI R aatE R IR G R B &
SnfE AN AL FE R FIWT, RI4R IS B Y T R N AR 2R B B IPRES, BRI E & 5
IEgRa A e, R UGG Bk T fe vE 5t Exif (5 BT T g simiss,
AT DU S L s B BB (S B 4] IXFE—2k, BRI Exif 5 BIGA T T 5, JovkdEnmth s it BHE 1) 32
SRIFERIAAER A AE . HAh, EAFTE— R B SRR Exif 5 B IHARTFBL. B, SHEH S
FIKENFEEARTLE BUR RN TT ILAIFR IR, SR EE ARSI A R, (HH Exif 5 EMEL S
2 FHEMGR LG, Exif 5 EMESOR ST B IR, BRI Sev5S e fUE 77 g iR E =
(1 1e) L [5], BB BB Exif 45 2 T BEUR 0 SRR AN 5 55 4, %o SR I 2 A0 ) e LA B
R Exif (5 BB, K2 ™ E RS0 UG A D UE B 6 mT SR AN AT S

R, v e UG R an M R LS Se B P, 75 SR IORE N4 it R 30 LE AN DR AP RS 1) Exif (5 B . (04
A8 RS ) UG SR Bk A T B, DA KR FH B /K RN B 25 44 SRR SR I IE BB ¥ Exif 15 B aa
ME S8 IPEG EE ) Exif 15 5 7] LLET MagicExif JoEE 254 H AR B MZREL, XL (s 8 Ay L)
% N G I T AN A R

3. KB
31 SLEERHSIA

FEM AR &N Vivo S122; G ALEREE A Snapseed; MGGl BI 25 B 04 WinHex; Exif
&S EG %N Opanda PowerExif 1.2 il MagicExif yufi#admiE4s; MD5 {H1T5 1.5y HashMyfiles.

3.1.1. Snapseed EFZAbTRER 4

Snapseed?® /& — K F A FIT & I T it 3 K (1 UG AC BR300, )32 TR 8 4% 1 UG dm i AN 514k,
HAFEMIREMRE TR, WX EGHAT &M E MR . A~ SIS e, HER 5 1.
&R T MRS, T OAREB P ol g A i o L S =k T, B “pE” |
CTHE” A CTH” o R SRR B TIOR IEERE . C TR BT, 28
Digeikml. “FH” SR TE, bR, SHTLERE “RE7 . “SH7 M “FHRN
= EEIERE I o RIS, G BAEE CEET . CRAEET A CORRE” AR 4.
ZFEHLE A S M FNUE A EXIF E R HlERT . 25, BOGRE. JuRE FE. BOLR. KT, Bk SEE BRI, X
BALLAEFHL A

3 RARHERE: https://snapseedofficial.com/.
“Snapseed B TR VEAIA44:  https://mp.weixin.qg.com/s/kzFIY1ilbAeOQ ITZzMIjA.
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3.1.2. WinHex +7x it 4miE 5%

WinHex & — @K Shfig i R i+ /b bl gndi g, Rt — S8R I T A, & nl LU T ekt +
ZN G B 7 BT RN e o RS IR R G VAT S S SE B U T, WinHex ] DLIE IS B #: A S SO
TR, GRSk, Exif [ RAMEBIEERENT, DB RGBS e @i Hxt R
PG AN Gt A S 0 UG b Sl , R P iz 5, AT IPAi P A 1 o ek A e 2

313 . Exif (RREEH

Opanda PowerExif 1.2 #& K&V Exif {5 5 &5 F 2w T A, L0 UE EIMGR R A6 PR 5 sk 58 v 7 1
AT UEB T B A E L iR A L MR AC T S ) Exif SR, SR AE LR MikSH. i
BREE, DU P B e B, 2 T DA R 1 L SEE AT SE B . MagicExif JoliE it s 2 — k& 1]
M T EE MY Exif (5 5K A, REXT EHUREE I A2 d Bt FT RO 1E) LR ) SRS Exif {5 B 3EAT
B, MECT R, LRSI A R Exif SR, BT E Exif /5 5 1 SnaEes, e 5 i,
ANRRERIFE, ICRMHTHIERTE L, #EM—E6]. AR EHHITES.
3.1.4. HashMyFiles

HashMyFiles & — ] 41 5 I SO RS TR, AT BAHHSROSCPF RIS {8, 40 MD5. SHA-1. CRC32
S AEIOAIE PG 00 S U P R B S S 5 THT, HashMyFiles R LS B P 3885 v 55 B SCRE I 5 (SR 56
RGO A Bk, AT W A5 A LS A A e B

3.2. SLISRMES AR

Properties =
Filename: IMG_20231013_183311.jpg
MD5: I 78b391e7ec97dcB8959f76cbf920d42914 I
SHA1: d711846e9c87dfabee0423f2961 e?ﬁeeaZﬂE‘l 443
CRC32: 187f208f |
SHA-256: 4b58fbB89ce22f0c6c520920f9d49d00162732985b139e5ad1913c711a1e37618
SHA-512: A4cbdaB874cB842b92339446d234a0f8410d1c6bbfd0fd25704d5219f5dddd7ccbhb13
SHA-384: ed632d4c9clc4aBleeebd4efdfi3fecb77569bc83a202968debb66c036dd6c316bL
Full Path: ]

Modified Time: 2023710413 18:33:11
Created Time: 2023111720 20:06:20

File Size: 3,125,195

File Version:

Product Version:

Identical:
Extension: irg
File Attributes: A

[ ok |

Figure 2. Hash value of the image “IMG_20231013_183311.jpg”
2. Efg “IMG_20231013 183311.jpg” KUMEHE

L Vivo S12 iR A GPS 15 B IR A “IMG_20231013_183311.jpg” ASZUeEA, Ha7 1 inX]
2 fiw, JRidseHASE Exif 5 5. ] USB FHLEE 20K FHL S THRE VL E B ERE, MR A PURIER S
A% 2RI AL o AR5 1 Snapseed 30E 5 I8 BEAT AN R O 44E, FEL B VE T JS /) MD5 {5 Exif

=y=|

[SPE)
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3.2.1. MBARAMEMREEEIE, RiZEF Snapseed HEHHWARSEHE AR FITSHRE

¥ E% “IMG_20231013_183311.jpg” S\ Snapseed 1, A AL MAT AT B4, RG] =
Fpo7 AT P ORAE AR . BB — P70 “ORAE” , BRIENME “IMG_20231013_183331-04.jpeg” 5; £
—FAR Sl B3 EE “IMG_20231013_183331-05.jpeg” ; HE=M R SN, BHIEE
“IMG_20231013_183331_edited.jpeg” - ixX B HiHg i AF 105 H 7 Na @ EE M Exif 5 SR KA
Ak, G RAEER I Exif 5 R R A LLF LA

1) ESCHER/ANTH . B—F ST A R R, MRS ERE N = =M
AR SO RN E R LR

2) fERGEtRsEs b B =R eI N Exif (S8 CERgETRG B “CERAERE”
i i RN 3 —Fh 7 N5 I R I R 4R 48 80U BoR o “ KA S

3) EHE RS o BT RN E G M, =07 T HE RGBT B RS 5 B E 7 Rk
HAB A o

4) MagicExif JE gnii a8 Hh 1) <430 Exif (587 PWERTE KA TR, WEER “3Lf
75 Wi(5 AN Hx)” AR “HEAE 65 Wi(4 ANHK)” , WA H R EEREE . iS4 GPS {5 B AT
HilfER, JFAGEERRMFA. BN EHZ “EsEERE” S,

5) 55 B TE MagicExif Jo 8l mi 25 38 Won oy “HERMEIR A .

6) MSH Bk, B—. ZFSH TS EG BRI A B2 TFHLE M “Snapseed” 3L
e, =M S RS HE, FHAZET BT EFREGRNAEAE, FR2XM S A HHAZ
BRREAWCERMERE S, A USB K H &M R PC i, EFHUIRABREBRZEN T, PC iR
MR BN BAAAEEOE, DEHE— Mol DR SR B “ FHUF#/DCIM/Snapseed/--” .

3.22. MBR#IT “HX” B

4] Snapseed Hffrhft) “rRER” WFEME “IMG_20231013 183311.jpg” HEATHREE, BEHLERE—UEsE
“Portrait”, 5 F{ =T tH 77 s0dEAT T tHORAE, 28— Bl 20 R A7, 1531 ER“ IMG_20231013_183331-01.jpeg
HoMTR Sl , B3 EIME “IMG_20231013_183331-02.jpeg” ; H=AAR “FHiNT , BFHE
1% “IMG_20231013_183331_edited.jpeg” -

[£] HashMyFiles

File Edit View Options Help
A0@Q[EHE e |
Filename MD5 -

[8]1IMG_20231013_183331-01[1]jpeg  751c55¢c11e80b0a3d46665439f42785
5] IMG_20231013_183331-02[2]jpeg  7e249adeb38fbd9debSaeb2a77105974
5] IMG_20231013_183331_edited[2]jp... 6438e616bf451daede2ae3b2784350¢f
[511MG_20231013_183311[1].jpg 78b391e7ec07dc8959f76cbf020d2914

Figure 3. Comparison of MD5 value after editing photos with “style”
3. WMRAHT “#” 4IEREHY MD5 {EELXY

1. SFHE=AERE A ES R E 722 A, UL MDS 851, HAEX ] 3 frs.

STE Snapseed B3 EE I &A% 20 b, 3T F— ik IR FIgmiRiesE, B—. M7 e KIE S B F Rk e 44, o
BRI G W, BRSSO SRR SO 4 S TN “-01.jpeg” » SRS H B STEIR U4 Ja s in
“.02.jpeg” , WRUSEHE. M =R 7R E 4RI “_edited.jpeg” - FrLLIX L) “-04.jpeg” B NE X% BIE C 2T
g MRS, RECN=K.  “-05.jpeg” [HFE,

SEXif A5 1 MG I 5L A T B (metadata) 4 i (S 2
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2. Exif (5 B#ALE TAFREE A, @i MagicExif JeBdE g a8 al LA B LL R LA

1) FHE =BG EEMA S -, & PR s 5 H = A EITE “MagicExif” 5 F
AWMERE T CHAFERGERA T KR, B, L MagicExif Hi “ 4l Exif 587 BRRIE WA T
WD L, MJE R 75 (5)22 8 65 (4). 36 =, =M R R 1 G 04T 348 9 2023-10-1318:33:317,
JREZ “2023:10:1318:33:11” . ZEDY, =4 Exif A4y “Snapseed 2.07 , 1R Kl Exif 15 5
AN “MediaTekCameraApplication” o T, SHIEM=NEGHE T EERILTF—86

2) FHE=ABGZRIMAFE S 7 F—, SXHRDAARFE. 2, EAHIRLUNE. 5 A =
77 G I SO RNy “3.99 MB” , IR4RTESUN “BetERiE” 5 BE—FP 5 USRS
KN “1.78 MB” , IRZR T SURE B —#E, ¥4 “A979DACO (A401)” o JR S K/NA “2.98 MB”
ATVEH, SRR, B =M UR R mE LT

3) HHELEFHEREUR I X Al H—, HRAAE. £, BURIEMG M R K A B B2 .
F=, FEMNETESSHERN=ABME T EERTEEAF. B, RESSHERERGRCEED
AR FIUEICRE . FERE (D) B [ ()%, 4 GPS By B HAb i [a) Rl i
(1R e S A

3.23. dRR#IT “TR” &

EIf& “IMG_20231013_183311.jpg” £id “ TH” FEiAX LR PR . Bl Sk, X
IR SRR, 8IS Ry () 3 A3 B KR “IMG_20231013_183331-03.jpeg” , H MD5 fiiy
“12e0c7a337553fc328¢a52019bb7e3d3”, 56 4 AN ] T Ji . 7E MagicExif Jo i g i 2% & & H Exif (5 5.,
F—, BBERAEEER A7 B, BEAERAEREAN. 5=, STHR/MEEE A “5.39 MB”,
ATLAE H, W EUG B ZEE, BURIR /NS RHAEK . 5500, 35 mm R SEaUEE . BOBE . %L
FALIHA] . B AR R SR A T A 38 WinHex BHTIRIEE S, SOk MR NRAERT
PRIRRFEE TCARAL, A B K S5 3 W R AL

4. KBERSIR

SIS AR S 0 M R 1 AR PR ED J5 BRI Exif (5 500 He Al MD5 B RYERUESS R, X T AbFHT 1R,
Wx T EXIfEE, GfFNERESERE. MRS, NSNS, 5 7 mA a5 B i
—Fril. i Snapseed B PFALELE HIEIE, FKICRICEE R Exif (58, JFiHSE MD5 fE. JERIX Ak
A BRI ExIf R ARG T 75, EEAR LT LT 45 R ATl

1) Snapseed HAFXF IR ) Exif {5 B ANE AR VE 27 AERRAVE R0 o AL FE 5 1 BB EIf (5 5 L
i Exif 15 8 A A FREEE BB, Bt HET 7 “ @A - Sl 7 84E, ERIEAT TR IERE.
34k, |17 Snapseed X B HEAT T UEBE AN RS b FE, SEURMGMB R L T2, SEUCHEHE
BRAAFET R KR MDS5 {8, X RRE BURK it fI8E A E 172 XA AT BRI B4 PR A F0 s
PEP=AE T SERUE RS, X088 f Snapseed B4 B S FRD IR A EIGIE AN 26 1 557 T A B ZEFE M

2) MEAFA SR, ST, ARSI X RENE T AR, 8 sk,
AR A S T . S A USSR, B AT SO R A R U A A B A
K, IR, AWM TFHIREER. ZZEPd, MAE M er 7 EoaE AR, mHZ
T DALE ¥ B A R B ORI A% ORI

3) O R B B AR LS, AN U 2SR AR (B4 Snapseed) X FIREEAT “ 3 - 7 #4E,
T XEWTSRERR, CAMEIE . BEu s EARF, SRR .
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HEEABAE T, BRI R I PRI R S WIR . (B R B TR R R B id gt ) DL L &l it
2%, HET “FA - Sl B EGE DSBS RO, g s i g E5 1A 5 R
BT AT A AR L I S (R IX A1

—H bz, E5e, VARSI B L AT A e, A S R At AR g 2 e B R i 4
JRESETTTHF R R [7]. FK, ASCHSRIPEAR R —, ATRESE o Aaii. ¥, #%E%] MagicExif Jt
HngmiBas A S E e, AXEEMMIZEE AR, DA Opanda PowerExif 1.2, [KibfEE#&
B RESH TR ZA . T4k, S+ WinHex B AT HA5 B0 A HT A4

5. &5

JPEG PG SCA A 2T LATE CRAFAH X 8 o o B A RIS /I B SO R/ o 3 AR AR R A
il TZ RN PR S A . (BT B RN, JPEG A HUESM X, [KULAE B8 (R A7 A g
SEMEGTE N, NG S RAT T ZR I OHUE 4R BE HdE . Snapseed % JPEG £ 1 Exif {5
SR E A AR A PR ) o A FH 28 212 AEDNT UG T B HEATAE 250, DATRE S %of B RT3 R ol 7 1T R
[FIEF,  FATI T Bt MR gt . LS MR IRAIE T VR IR IE 0I5 2588 sl o R 45 b
B, DR SR R AL B A RS A AN BT A5 B o d S 5 JPEG BUR M JE 4 M 728 AT L
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