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Abstract

Deepfake technology is artificial intelligence technology called “generative adversarial networks”
(GANSs) that learn from human samples and forge biometric information such as an individual’s
appearance and voice into fake content. At present, there are two main modes of regulation of
deepfake technology in China’s criminal law. The first is a pre-protection model for risk preven-
tion for upstream crimes that illegally obtain, sell, and provide personal biological information,
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and the second is a back-end disposal model for post-event evaluation of downstream crimes such
as fraud and defamation using deepfake false information. However, neither of the above two reg-
ulatory models criminally regulates the illegal use of deepfake technology, and it is difficult to re-
gulate the behavior of “lawful acquisition + illegal use” of biometric information, and it is impossi-
ble to achieve the purpose of normative protection of the criminal law. Therefore, it is necessary
to conduct a qualitative analysis of the illegal use of deepfake technology, strengthen the criminal
law protection of personal biometric information, include illegal use in the type of crime of in-
fringing on citizens’ personal information, and fill the gap in the criminal law system for illegal use
of deepfake technology.
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2.1. REMEHRARMB

TR Dyt (Deepfake) & HH B “IREZ:>]” (Deep learning)fll “fhit ” (Fake)fZH &, 4B X, H
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Table 1. Classification of crimes involving deepfake artificial intelligence
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3.1. BIERIPER: RIPMABRER

FEIATTRER T AR NG ERMATE RS T730. 2009 4, (HIEBIER(CL)) #6517 IRERI
ARMNERRAARE L& AR AE AR, 2015 4F IVEEIEZROL)) K THEBIEZR(L)) 1
BRI TR A BE SO — o IRFE DG BORTE R AE VRS BB B NG B BN 5 L Ja tE A — 14,
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“AETRE AR IR R, X T AR, R s SR AE S B ATy, BT LS RE R T E
PR 1k e PR AR L AR ARAT AR AR o 7 [1] R, FA IR B2 D a1 AR Al AT D9 S B IR SR A 4
R AR NG B2 4.

32. BEMHIEN: ETEHRERR

Bt 70T 5 AR BRI 2% 25 1A RRON 7R BORIM% 4 24 AN NS B3I, iR B O IS B S5 AR o
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S, AEE B AREFM A AEYRE SR UARE, BAEEESGETRTBORL, IR RS
MIBEAREN, EfaRER LA R DU A RIS B 5 M B Gtk ot -

R DG BOR B 2~ REAEYRNME S, JFE AR50 2 AN L iis B R iR R H .
“ARRIAE AL SR R4 R o R P RE R, GG I BUR AR O R R B s, ORI R TER B 7 [1]
RO I BRI AT N A E PR AIE B LR HE N R TSR B, St R R IR R AR . Rk sCik
F, ETRMEARDMNE LR W1 E” FBEARHEREDOAE, BAT A Z LR Dy AR5
PR, ARBEREARMAERIESR, WA T 2 HARER(2022)H 0182 JIH] 127 SHHIZHYA.
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3.3. PLMRE: EWRHNEDHIERIR
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PARE + AREFI AT ORI R AL . CORED 58 253 S0 E 1 B L SR AEATER I = Fh AT
SRR, FEARI G EARBUR BAREA AT AT CLVRr o (R DR GBI R 2 R 20 SR T R 4 1Y
NIHEE . W0, W2 R ATAE LI _E RO AN ANAB IS, ARBGA S A2 A AN A T Bt (5
B BBAh,  “RENEAT NS E AT R RER RN, G (U ek 45 th N B0AT D, X (R
FRAE LA IR S SR IAT AL T . 7 [BIVARFE AN IE I ARER AT A2 E BEAUCR Bk it — 2 E, HAT N
HAEM™ERE S aH .

H=, F)a B LSl R H . SRR R Dy ORI P AT SR A TRV L€ #0108
PUEARRAL. 7 [A1FEN, AU AL BT A% W AT Dy, DLUKCE T SO0 Bk 2 ALY 4T 09
BEAt, WRTE NG BRI S G U T CAR R AERE R F G R, RJUIRAT N s prA X ARSI
KRB AR AR5 S AR A e ) XU

ERERIR,  BUT B S AR VA IR S B A N BRI (E BB ARA R XU, SR TG SR AT
ARG AFEA PR Dy SR D i A MR S 2 AT AT IR VRS

4. RERESARBOFERGITEBE

OSBRI PRHE e F 5 A R i 1 2 DD (R p T ab SR 2 P AR R U, TR D i B AR e ek A
AT FNEAR R TG F R OGS BRI AT . BRIk, 2 MR O it AR U FH AR PR il 45 B A7 S
MR, 5 CNAERRIE) ST BEAE R, W AEY R E BAEA NG B2 380 G B2 b i
SENL, JEIETR NG BRI AT NI e 1, S SRR P i R AT 9 TR SR RS, RN
AE S IR INBOCAR RN, FRR AT & 2 R, Sl XU B TR [5] .

4.1 EEREMERARNERITANRIEEM

O T B A TR R A0 3R AU JRURS: T A3 g A5 3 A Tk FH XU R P AT A A 2 4 PRG54
gre 7 [6IR IR, BREEDVIERAWZEIIA: —REEAIERAR, B Web3.0 IR A il N T3
RERAR: RIREMNEREE, B TWAEYTIINE ENBUERNANGER . WEMEEARRAHAPIIE, F
R B SR SZ Y, TRNE R B0 B 2 TR DI BRI AT e Ao, “WH SUREEDY
SR e, WP EEGI R, WAbA AR E NRIK(2021)5F 2823 HIAT) 48 BRI fi
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RS S, FRTEX REE T LLRE R T . AR € A, 507 DI A s — M Ak i,
WA S ST —— B RIS TR R TR 12 5 102 5 A N G SRR IR 1) B 4 B4 BT =245 AL
B TR FE O A I XS A N AR IS AT S A A RS B, R ERES TR R
FAME, AR N B0 BekR, T A2 — BN I R BURT I 7= B Al A\ %o {5 AR A 5
R 2 o

H=, DLE ¥ 95 NIRRT D BRI L 7 . FEBUAT IR BN ARMABEE
ARFERITEBL R, TR EE D& BOAR (M AT R 28 R RS B A AT RVRE T, A ER BIE v N
IBRRE o Ak, SHAFEONE R AT “—)9)7 A s (s 7 A TR S mi B AR & R 1T
BEPE, 5 “RIERE /717 M AUR B E S

4.1.2. [REEAT AU BRin

CEIEM+ B ARG B B SRR AR A, KBRS NS B TR o TR
Ohidh (K ARVE R AT N EAT P L ph 2 e bk, I 7 AR s S ER AL FE 1 XU, 5 S4TSR AT At
LI R FE Dyt e A B R AT A

Ho—, JE 84T AR e LS B AN A B A AR R Y. VEN D AE BRI —Fh, A E B
A FA ORI TR R SRR ik ATFBEEE SRR . b it Bk, AFFHEEE
AR YT, AR - #2 3t (iR ZAE R aE B —Ror . ik, BUGFVEME 2437 7 2B WS
A SR, SR AL AR B, (R I DAAT (0 L Ath o TR ER 5 R A5 2R S 1 AR

H, JEEAT AU IR 52 BN BRI LR . BE TR BRI, KR B D R AR 1R
FAT A E N AL TAT NI FE BT NI A TTE . IR B SRAT M AN IR IRAT A& “ B EAE,
{2 FH T IR () R SR R BB 1, 7 s B A A LAE A B4R i . s AL RB SR MR .
Bltn, fEMRE. FhI5HE. JIDHMEBIN T ENUE B REE °d, it AR TE R _F gl N5 24k
NGS5 NPT HE . WASIEFR “ASREIE” (B0 ANE) S N ARZHR LN B 0015 B il MR
AT S, HIERMGIIESI A R, FIF OPPO_IMEI #5445 T BT ENUE B R %, Bt
N B AT AT R P 5 BB A . ARE T, 5 A AR A 5 24 a5 N AR e 44T A IF
A, FAEITE 5248 R B O 3805 B S0 R UF IR R . ARAR RIS 5L, o B e AU i A A 58

‘S IEFARHELE R RS (EELEFHARN NG R L4EME) , GB /T 35273-2020.
S, INSEE. MERIR I ENUE R RER, Wi A EIA TN BIERE (2020)#T 1081 KT 1116 SR A
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BB EAFZ N ARG R, RIU T HE NI H G NG BRI [11]. B, R EET 13

DOI: 10.12677/ds.2024.106298 20 il R


https://doi.org/10.12677/ds.2024.106298

AR

P I RIS A A% oo ¥ 2 AT A AR A i 2, R “ ARIEAI A AT NSRBI R A R NS BRI
P v

H RGBSR MR 2 A 2 ARKIEE, AR SPN “— VI WS A% 1
“JREMAR” o R CJEEAMRAT . BT RENERNEEZE, RS R A RS AL,
M2 ARSACIRER AT — DG B, “ ANTAMGE A CEEMERARL” « BT, WEhE
BRIAREFI AT N RA G BUE B FPAL & TR S, A S A T “ 57 Bk, Bk, HF
AR Dy R B A T BRI e FEE, BT TR 20 B2 O i BRI FIAT J9 7 DA -

422, WITHE: BRILERAERBEEET AT HRMKE

TR A NS RSP e h A B, PB TR R REBRTRLI thBL, FREET 2k
FFSCHEREUEUN, A AE R (R B (2 AR R BB “ ML, K BEA T Bk & e i
A A5 ST Tt 5 B R 12]

B S AN A R O RR P I, MR 37 B B/ A LR AR H T B 2020 4F
Al (RIESD 8 101 FH0E: < RN AERSIERRY . (E A4S0 AT A
MEBI, FRUKIEIGEIEIRE B4, FEIEIGE. (A, I, A ANAEE, RS
K ARMECEATHAANMER . 7 R, R AE R, 2020 AT T BT OGS B
W) TR MG T (RIS RO NG B, M R 5 10 A
UERTALL AN NREAREIE . (B T AR A AL S, AEEELR, SRpEE ATF A
MMER: AANFEEERZ S, AN BAIIES). 7 RS R A T R
Dt R FRAT Jd AN NS B ARG TR 1T 0, (ENTHIR AT B, TR
R B D bt R AR R AT Iy B T B

LR PR, AEFN, RS AT RIUE AR R A A 1 B AT R A RN A f R
5 4 FHTE LIAT T BB S X AU (5 B RORIPR (R, JC R (A 2
PR 5 M N BB, L5 AR P AR BTN AT 50 50 %o Bl TERFEFIE R b
R TR HO AN A f B4 0L, 2 R YRS LR BB
5. &5

TR PE D3 BOAR S5 28 BN T BENEAE A5 I8 B0t 5 (AN Ty 5K AN 2 50dis 22 4 PR 7 2 (18] 3 B HE AR
R3] R B IR L Ol BOR S AR N T RERRIRIRTE , DARIRBE D IEBARARE R A N AR
HE RIS, IR T AT A AE BRIV RE . N BT RARE, IREE DG B BOR P,
AP AT 1R A 2 B A Rz . AN T READEED CURBEN “Be2 e z)” X TR EE Db & Bk
YRR SRR O XU, 2 24 SRR TR AT P ) S D ek RECR A, ARG TR O 3 ) o P s LA
M AT, SEILA NEMIRBIE BRI B B . BORBEPKTCIEET, TR S REFALVE RS
SEPEIRE R 1 78 70 S AR R IO BE BN, R R PS8 Dy e S5 AR 20 5 AR 16 P 25 XU 725 40 4 4 28 R ) ¥
W R T I S ) AR [

SE 3K
[ ESCU. AU B R O SRR e —— 6T 525 43R S SO N B L), 955 1A 5
2022, 29(7): 75-88+127-128.

[2] 2. N TERe ROyl AR RS TR A i 1l B S PR B[], kB4, 2021(9): 101-1009.
https://doi.org/10.15937/j.cnki.issn1001-8263.2021.09.012

DOI: 10.12677/ds.2024.106298 21 il R


https://doi.org/10.12677/ds.2024.106298
https://doi.org/10.15937/j.cnki.issn1001-8263.2021.09.012

A

(3]

(4]

(5]
(6]

(7]
(8]

(9]

[10]
[11]
[12]

[13]

SEARME. A AU B RO B B —— A LR R R ISV BIL]. BOAiets, 2020, 38(4):
144-154.

ZEIHE, RGN R AR ], BHE i (P9 30), 2021(6): 40-47+73.
https://doi.org/10.19685/j.cnki.cn11-2922/n.2021.06.005

iR, M S TR AR SRAEIS FAEIM]. dEE JERTR S H R AL, 2015: 71,

BB, TE. RE“HER 3THIANRIRVE: A RO B BRI 5 XU R X [9]. T R BOE K R AR, 2023, 25(4):
70-85.

W, IR O AR I R R R A A [I]. R 22T, 2020(10): 53-62.

W fERITAAERUENLESE——#F IR R MR ENERE BT AAIERN] BARBE K F 2R,
2020, 23(6): 73-87.

TR, PSRRI LR, AR (TR R EE K3 54R), 2017, 35(3): 69-82.
https://doi.org/10.16290/j.cnki.1674-5205.2017.03.007

TS, RRE. KRBT ABIEA o R[] A FA05R 10/, 2020(4): 64-73.
JAFEAL. W5 NI AR SR I O i) ], LBt 9t 2021(6): 13-29.

Fp. BILARANNE BIEF“ARANE B s RS AN JRL R[], Buh 5154, 2018(4): 15-25.
https://doi.org/10.15984/j.cnki.1005-9512.2018.04.002

By AN DR BRI IC R XU M TR R[], 78 R 0 K 222K, 2023, 25(4): 122-136.

DOI: 10.12677/ds.2024.106298 22 il R


https://doi.org/10.12677/ds.2024.106298
https://doi.org/10.19685/j.cnki.cn11-2922/n.2021.06.005
https://doi.org/10.16290/j.cnki.1674-5205.2017.03.007
https://doi.org/10.15984/j.cnki.1005-9512.2018.04.002

	深度伪造人工智能的刑事风险应对
	摘  要
	关键词
	Addressing the Criminal Risks of Deepfake Artificial Intelligence
	Abstract
	Keywords
	1. 引言
	2. 深度伪造技术：元宇宙时代的机遇与风险
	2.1. 深度伪造的技术解构
	2.2. 深度伪造技术的犯罪行为类型化

	3. 深度伪造技术的刑法既有规制模式及困境
	3.1. 前置保护模式：保护个人信息法益
	3.2. 事后规制模式：基于法益侵害后果
	3.3. 现实难题：生物识别信息的滥用现象

	4. 深度伪造技术的刑法规制完善路径
	4.1. 厘清深度伪造技术滥用行为的刑法定性
	4.1.1. 身份盗窃观点之批驳
	4.1.2. 后续行为吸收说之弊端
	4.1.3. 深度伪造技术滥用行为之定性

	4.2. 增加侵犯公民个人信息罪的行为类型
	4.2.1. 必要性：非法利用行为具有更为严重的社会危害性
	4.2.2. 可行性：部门法为刑法规制非法利用行为提供依据


	5. 结语
	参考文献

