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Abstract

The application of web crawler technology can promote the sharing of technology and information
and the efficiency of information retrieval. However, the unregulated behavior of web crawlers has
led to the emergence of malicious web crawlers. In recent years, the handling of related cases in
China has shifted from civil penalties to criminal punishments. However, in practice, the lack of dis-
tinction between the technical characteristics of web crawler methods and the types of data has led
to an expansion of the scope of punishment. To avoid the generalization of criminal crackdowns,
the criminal illegality of web crawlers should be judged based on both the unlawfulness of the
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behavior and the unlawfulness of the object. From the perspective of the object, the distinction be-
tween public information and public data, open data, and restricted access data should be made as
the substantive standard for judging criminal illegality; from the perspective of the behavior, the
technical characteristics of web crawler behavior and the Robots protocol should be used as the
formal standard for judging criminal illegality. It is suggested that the legality boundaries of web
crawler crimes be clarified through the establishment of a data classification system, etc.
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