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Abstract

With the development of the digital economy, the APP market has witnessed explosive growth. A
wide range of applications cover all aspects of life, from social media platforms like WeChat and
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Weibo to shopping platforms such as Taobao and JD.com, and even transportation platforms like Didi
and Autonavi Maps. They have a huge user base and are used very frequently. But while developing,
it also faces many problems. The National Computer Virus Emergency Response Center has repeat-
edly disclosed mobile apps with non-compliant privacy practices. In the first half of 2024, the number
of data leakage incidents detected across the entire network increased by 60% compared to the sec-
ond half of 2023. The privacy agreement plays a regulatory and restrictive role in the behavior of
APP operators in handling users’ personal information and is an indispensable part for apps to
achieve compliant operation. However, at present, some privacy agreements have many hidden dan-
gers, such as a relatively high risk of privacy leakage and insufficient protection of personal infor-
mation of special groups such as minors. In response to the above problems, this paper proposes a
dual regulatory approach: On the one hand, by refining the hierarchical application of consent rules,
establishing a dynamic update mechanism and enhancing the readability of agreements, the legal
effect of informed consent rules is reshaped; On the other hand, a protection system for minors
should be established, including collaborative authorization by guardians and restrictions on data
usage. On this basis, a public-private collaborative governance model was proposed. The feasibility
of the synergy of platform self-discipline, industry standards, government supervision and public
participation was demonstrated, and a collaborative governance framework covering the legal
framework, technical support and supervision system was designed. Only through multi-subject col-
laborative governance can the institutional predicament of APP privacy agreements be broken, and
a dynamic balance between personal information protection and the development of the digital
economy be achieved.
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