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Abstract

With the rapid development of digital technologies, workplace monitoring methods have become
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increasingly diversified, including video surveillance, network activity tracking, algorithmic moni-
toring, and big data analysis. While these technologies improve management efficiency and protect
corporate assets, they also pose potential threats to laborers’ right to privacy and personal infor-
mation rights. In terms of the current status of legal protection, although China’s “Civil Code” and
“Personal Information Protection Law” have strengthened the protection of personal information
rights, some practical issues remain. Especially in labor relations, the unequal status between la-
borers and employers has put laborers in a disadvantaged position in personal information protec-
tion, with high costs and difficulties in safeguarding their rights. In drawing on extraterritorial ex-
perience, the European Union’s “General Data Protection Regulation” (GDPR) and its supporting
opinions provide a useful reference for balancing labor monitoring and employees’ privacy rights.
They emphasize the legality, legitimacy, and necessity of data processing, clarify the new responsi-
bilities of employers, and particularly impose strict restrictions on the legality of processing and
the scope of information collection. Therefore, China should refine the specific rules for personal
information processing, clarify the boundaries of monitoring, strengthen the substantive validity of
laborers’ informed consent, and ensure the transparency of information processing. Meanwhile, the
definition of “employee” should be broadened to ensure the protection of personal information
rights in all employment relationships. Additionally, an efficient and low-cost rights protection
mechanism should be established, and labor supervision and legal remedies should be strength-
ened to ensure thatlaborers can effectively safeguard their rights in the face of workplace monitor-
ing. Through these measures, a balance between workplace monitoring and the protection of labor-
ers’ personal information rights can be achieved, promoting harmonious and stable labor relations.
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