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Abstract

Data is the engine of competition and innovation, and also the backbone of digital technology and
the digital economy. As an important means of data utilization, web crawling poses potential legal
risks to personal privacy, consumer rights, and corporate interests in the absence of scientific and
rational regulation. Currently, China’s legislation on web crawling is characterized by fragmenta-
tion and lag, lacking specialized provisions with operability to regulate web crawling behavior.
Drawing on international experiences, China should clarify the boundaries of web crawling behav-
ior based on data classification and grading, and establish a comprehensive constraint mechanism
centered on responsible entities, thereby improving the legal regulatory path for web crawling data
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Table 1. Legal documents related to regulating the risks of web scraping data
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