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The ongoing challenges and pathways for institutional refinement in electronic data forensics within
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China’s criminal proceedings warrant deeper exploration. Characterized by its technical complexity,
composite nature, intangibility, and fragility, electronic data has emerged as a pivotal evidentiary ve-
hicle in criminal cases. Yet legislative lag and theoretical deficiencies have engendered three promi-
nent issues: First, the legislative framework suffers from interdepartmental normative conflicts and
inadequate guarantee of citizens’ rights, wherein subordinate regulations exceed the authorization
scope of the Criminal Procedure Law (CPL) while overemphasizing technical authenticity verification
at the expense of fundamental rights such as privacy and property. Second, ambiguous characteriza-
tion of investigative acts persists, exemplified by measures like “remote online inspection” that sim-
ultaneously exhibit discretionary, compulsory, and technical investigative attributes, triggering pro-
cedural regulatory disorder. Third, the pervasive phenomenon of “investigation by proxy through fo-
rensic authentication” enables forensic institutions to de facto exercise investigatory powers, circum-
venting accountability mechanisms and litigant rights protections. To address these, the following
countermeasures should be implemented: integrate electronic data collection into the CPL revision
framework, unifying sectoral rules under higher-level legislation while reinforcing constitutional
mandates for rights protections; establish a clear taxonomy of investigative acts based on data privacy
tiers and intervention intensity; and develop an expert assistants system to supplant proxy investiga-
tion practices.
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