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Abstract

With the intensification of competition in the Internet industry, “traffic hijacking” phenomena emerge
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in an endless stream, such as DNS hijacking, data hijacking, and altered hijacking. Currently, in China’s
judicial practice, when identifying “traffic hijacking” behaviors, there are mainly predicaments such
as unclear boundaries between guilt and innocence, inconsistent application of charges in similar cases,
and lack of unified adjudication for guilt determination. The main reasons for the above problems
are the unclear boundary between the interpretation conclusions of “destruction” and “illegal control”
in the criminal law, the increasingly complex nature of “traffic hijacking” behaviors, and the diversity
oflegal interest infringements. Based on this, China’s criminal law and judicial interpretations should
adhere to the conviction standards based on social harmfulness, taking the elements of crime as the
yardstick, and regarding the content of legal interests as the essence. In addition, China should clar-
ify the application of charges according to the technical types of “traffic hijacking”. In terms of deter-
mining the number of crimes, judicial organs in China should correctly apply the situations of imagina-
tive joinder of offenses, implicated offenses, and combined punishment for multiple crimes according
to the quantity and nature of the behaviors.
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Table 1. Comparison between criminal cases and unfair competition cases involving “traffic hijacking”
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Table 2. Comparison of case examples of criminal cases involving “traffic hijacking”
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Table 3. Comparison of the determination of the quantity of crimes in “traffic hijacking” cases
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