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Abstract

With the advancement of information technology, data has emerged as a strategic resource and a
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critical factor of production in global competition. While cross-border data flows generate signifi-
cant economic benefits, they also present challenges to national security. China has established a
robust regulatory framework centered on security through the “Cybersecurity Law”, the “Data Se-
curity Law”, the “Personal Information Protection Law”, and their implementing regulations. This
framework encompasses a data export control system designed to safeguard national security and
public interests, as well as a supervision mechanism for personal information exports aimed at pro-
tecting individual rights. The implementation of the “Regulations on Promoting and Regulating
Cross-Border Data Flows” in March 2024 signifies a pivotal shift in China’s approach to cross-border
data regulation—from a model emphasizing strict control to one that seeks to balance security with
facilitation. The new regulations introduce an exemption mechanism for personal information ex-
ports, allowing pre-export regulatory relief from security assessments, standard contractual clauses,
and personal information protection certification under specified conditions. However, due to the
lack of clarity regarding the relationship between personal information and important data, uncer-
tainties persist concerning the criteria for classification and the conditions under which such data
categories may be converted. As a result, concerns have arisen about potential imbalances in the reg-
ulatory framework. This article aims to systematically examine institutional provisions concerning
the definition and conversion criteria between personal information and important data, identify
ambiguities in existing academic discussions on transformation mechanisms, and draw upon inter-
national regulatory practices to propose a feasible identification and conversion framework. The
objective is to ensure that the regulatory exemption regime for data outbound flows facilitates max-
imum openness for cross-border data circulation while strictly adhering to the boundaries of na-
tional security.
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