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Abstract

The large-scale application of digital technology has made electronic data the “king of evidence” in
criminal proceedings, and the determination of its legality has become a crucial factor influencing
the final outcome of case judgments. Compared with ordinary types of evidence, electronic data is
characterized by being easily tampered with, highly dependent, and diverse in form, which plunges
the legality judgment throughout the entire process of collection, preservation, and review into a
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dual dilemma of technology and law. Taking the core components of the legality of criminal evi-
dence as the framework, this paper selects judicial cases in typical scenarios such as remote inves-
tigation, crawler evidence collection, and blockchain evidence preservation, conducts a compara-
tive analysis from three dimensions: the standardization of evidence collection procedures, the ap-
plicability of technical standards, and the completeness of rights protection, and explores common
problems in practice including irregular seizure of media, formalized technical review, and insuffi-
cient rights relief. Combining overseas institutional experience and local judicial practice, it pro-
poses solutions such as constructing a dual review criterion of “statutory procedure + technical
compliance”, improving the remedy rules for defective evidence, and establishing a professional
review mechanism, so as to provide practical reference for the improvement of the legality review
system of criminal evidence in the digital age.
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