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Abstract

As a widely used technology in the internet industry, web crawlers have greatly facilitated people’s
information collection and retrieval, while also becoming a convenient tool for illegal and criminal
activities. It is imperative to effectively regulate web crawling behavior with subjective malice
through criminal law. Based on the current situation in China’s judicial practice—where the stand-
ards for criminalizing web crawling behavior are inconsistent and the application of charges re-
mains ambiguous—it is necessary to start from the constituent elements and define the criteria for
criminalizing malicious web crawling from both formal and substantive aspects. Formally, the scope
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should be limited to the non-open nature of the crawling behavior and the unauthorized nature of
intrusion means; substantively, the criterion should be the infringement of legal interests caused
by the crawling behavior. After clarifying the criteria for criminalization, a typological qualitative
analysis of malicious web crawling behavior should be conducted, so as to achieve more precise
application of charges and enhance the effectiveness of protecting specific legal interests.
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