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Abstract

The “connectivity” function of new cars is becoming increasingly widespread. With the continuous
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expansion of the intelligent connected vehicle industry and the emergence of numerous new intel-
ligent connected vehicle applications and devices, the proper collection and processing of users’
personal privacy information is crucial. Therefore, understanding the privacy issues involved in
driving connected cars and their data services is more urgent than understanding the privacy issues
of other consumer products. However, intelligent connected vehicle application developers often
do not fully consider these measures, leading to the release of insecure applications. This paper
studies the security and privacy issues in the field of personal information in intelligent connected
vehicles, mainly in three parts: first, a review of relevant academic literature; second, the current
problems in the protection of personal information in intelligent connected vehicles in my country;
and third, suggestions for developers to help them create intelligent applications that comply with
current security and privacy regulations. This paper will supplement existing security and privacy
standards and certifications and provide a concise guide for application developers and research-
ers.
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SF. 2012 4F (RTINR M 2545 BRI IR E ) A Sem L BRI ANAE BAE A RN 55T 2017 4 (M
R WHEEAREEEN, (RIESND) N NEEZRIERY . 2021 44 (RiE) A
AL, ARSNGB RS, MEBSIEEM . (R ANRILFIEAN NG B IRIE) 517 %58
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W2 ik 5 PR Bt B I M2 AT HAR NGB DBk, R A giRl, JUdids . Rk, A
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PESETHISRBEAR[10]. BRANRS . FRIEARQ024) R AR M, BUFIRE FERIEH 5 3%
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G MR EREAR SLRRAL DRI SR [11]. AT BRIG(2024) 4 Y, BTyt I 7 BeRA DR AUt T e S5 35 = PRV
AT VA SR AE 0] i R B R 5 . SR BRAR AR AU iR N A AE RN 2 B, SRS SR R . S
WREEAT J i Z W o XM R IR AN 55 VR B /0, A4S P B AAAE BORIEAC T I
FRELEU[12]. 212024 fERT AR, HAT, RERSIB AT SR ETHIA L . A7k RIE K
f&, RN AR, RE BN PN L (BRIERE, DAL ESRE . X T ] 2 I W
WEPIERTE, WIEARAERAE: IR e ErE, RS B ERPGEIME . RIS, HEs) e AR
MRE TG NRKBOAH, WEESRITRE R vH PR e, UHERBIRERERE, B
PN, ORIEAT A A JE[13].

(2 EAMFFER

1. FTH P FE R ERFABEE R0

EAAE, JCHEE A, HASHIRILH Y 2 ERAE . X R AEE BT YA
A, BRI TN ABCH, BB T B 5 B A . (E A AER , 14 Paul Schwartz #1 Karl-
Nikolaus Peifer ¥ H i HSFE , GDPR H 1 [A] & 3% T35 B BRFAAS 1] ¥ [ Hif 4 (Paul Schwartz and Karl-Nikolaus
Peifer, 2017) [14]. (S BARYE) BEAGECE GDPR, ¥ N FEEAE IR AL AR, FEAN
HAm AL TR ML TVEEKEE, FERABCR A2 SEILIX — BRI ) R A . Z2T0RE ], BRRABCHE N H B G 3,
ERE T FE R RBABURZ 2 | RAL Y SR 058 = AR eer, EEr e — &I Ioik ot m st
H AELRSTIR AL |2 A8 FH AL BURRAE A AT T R A N RO AR, (A P 2wk b ik, JF
HANFITE A RABATE B2 AT A BRI, AN R e 428 i 245 Bk s . ARt 2. &
Ja, —UEHFTEEAESCHT I BT U R B, X L FRRABR 1 P 2 (Acquisti and Grossklags, 2005) [15];
AEFE N, Blls EARH R KRR RRAECR, — WA 5] R R A L TE, (H KRR
A NAMELLK, H PR RIS A SSRGS, BIMEMATE &, WA 2 &85 13 (Ben-Shahar and Schneider,
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HR, BRABCERARE TR, ANAKECIERM . FARAS A BE I A F R s 75 25 K
ZHHRE FARBARBE 11 B9 A (Solove, 2012) [18]. #4142 E0E H 25 v th, BERABURAS S Mok
LAV 4%, BOdE AR IR MR E okt 5 BBk AR P (Charlotte A. Tschider, 2020) [19]. HRIESCHTHITIT, KEZH
TG RS RABUR AR T K 2% 1Y 3 132 7K 7 (Kevin Litman-Navarro, 2019) [20]. A %% & B #04E F 14,
JEH B LEEh = L AR R 44, IR 5 R RIS BOR, i85 @ N GVE B AR R 7> — B (Patricia A.
Norberg, Daniel R. Horne et al., 2007) [21]. 1, K2 HCEHE F4TE X 72 MERLS 1P Hitik, fhi11R
AT RETCVE R AL B A N itk .

wJa, A FE IR E A0 R R FABCR 2T . 2019 I —THAA K, HA 9%MEE
N 5E WA B2 FA L 5% (Brooke Auxier efal., 2019) [22]. b4k,  “BERRE” MISCRH NN, DA EHE
B AL DR B R A AR AE T N iR b, HAT J9 it S I (9 345 B2 A7 AE 2 3 22 57 (Ari Ezra Waldman, 2020) [23].
1709 25 S B B AL A VA DR A S ik 58 XU A £ 5B 1K) S o 4 AT AR BB % (Long Chen e al., 2021)
[24]. R FUEHE b BRI KRS A A 3 55 BEAT He o B RS RRAS o BRI, AN AR KT REH 3 1 s fn T
fiR B AL

2. TV BB A M AT

223 Meglones il Margot Kaminski FT4g 1), GDPR H ] 53 il (4% 0o & Ak G 0% 11 B HL I 57 12 1 FE
(Meg Leta Jones and Margot E. Kaminski, 2020) [25]. % T4l &, UFBHHBE) B — A E 2 7 AR ERRFA
U R v S oK 1 S . Ari Waldman A0, B0HE A B2 6 H5dfs B AAY2: 13t <7 2 R ¥ (Ari-Ezra
Waldman, 2022) [26]. £ &b 3 2 7] G 2> il 2 4x i H v H R P R AL BUR , (HAS 2 ™ K 18 5F (Ari Ezra Wald-
man, 2019) [27]. Paul M Schwartz $8 i, B FABUR i IF Bl B2 A B0 A 3858 I Sk i @2 3 “BaAb el i L
H, BaAA 37 SEBr B3 ek 7 AT B AL G B IEDE 5 AR B HEAT AT SE R M X AR 4 (Paul-M. Schwartz, 2008)
[28]. AT, BRFABURIEEE AR AT LA “RIZHTER 7, R4 A 7 SLBRAT A5 FAE R AABUR & U8 (1)
W SRVl Ho A% (Christopher G Bradley, 2022) [29]. Bamberger Mulligan 515 [ % B AL B BTk, FEAL
BRI A B A 355 171 32 B RO S R BE 4] BA #1] %€ (Kenneth A. Bamberger and DeirdreK Mulligan, 2015) [30].
Bl Bk N 5 5 HAER 1 2 B SRS H SIS RTE RN, ANEES ARG Y, BIERA LN
AN B FATR T AT N DL STAEARLRR , St AT B 88 5 1) 5 4 T ) e A B3R 07 T JR AT e 2 Mk A (A
Ezra Waldman, 2018) [31]. Waldman A2y, #d kb3 2 7 0 BLAE AN N EH IS g2 Ak 31 i A A= iy i B p
PR N B B THER T, DMT R AABUR AR E 13258 5 A IR AE(Ari Ezra Waldman, 2018) [32]. 4
AT HCRE B AL © 2R B R AR A 7= i B 55 AR5, BB GDPR SR A 1 B A BRI 2548 R
JE ;A E PIPL ZESREHE AL E G 55K “ LI 2 AR H il,  won 2 f R Amiiie” , JRIM, 7EsSE
B, 5B AR RE T ARl BT T BNE A R R R ST, 3 ERFABOR 15 B B R
Ji o
3. WE I LSBT T
IEENRM AR PGE S T A 5 BB, 223 Daniel Solove Fl Paul-M Schwartz 15 H B&FA
FARA R ENR T ZREN R, JEHHTRERIRGZ AR, FRARABCRE A2 HIW S AN a2
FE RN % B 25 1) H 5 2% (Daniel Solove and Paul-M Schwartz, 2021) [33]. 0, #EFEE, BIFHESHE
RE(FTOFEF AR, S 1 et SRR AR, DARA T 2 FITEA NS i A A B 2 @ AR TE IR
Bt BASA T IAT N[34]0 TERKEE, SRR A BRAA B S B MR o 5, FLASOR P IE 2 2 kv
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(—) FARMERS 5 =77 W F B f RS

FHPEE TR ERHOR M B, BT oA E R, 2013 4F 11 H & 2023 4F 4 F A, &8
i 215 J3% P BRIt EE o St ER f2 ) 1 T Connected S5 HIBBURE B, 1X 2645 BT 2013
11 H & 2023 45 4 HBIRIREFARIAT Ui Al . EAR ML O FEA I H AR T, (HEH R, NARS
(5 H AR 2 BT, B 5 =07 W A A 5 4Ry o (A BRI BE. AN, KAVREE
R HF A F B S BRI, s T 330 AR, EEAEREANE . ot EE K ELE 2019 458 A
£ 2021 4F 5 H2[al, s T TAHSMESEHNNE S EdE, afaeEs. ik, ittt msS
i, DARE SR A W 4G B . BARARZHIC R UG ERARREE, HEEZ 90,000 4 HidE
J B R B R, AR G PR S DRI 2 2 A S . S IR R I A B — SR B A4 1 G BRAE
LR o ORRBEIR ZE B i R 1 S 2 R 5, St 2R . B B 51 OLE 2 N MBI R AN NS B AR
SRR R 93 H ) ) R

(D) B=FIERASKERR

AR F g T R A 1 (R AT NG BRI A TR 51D B DU UK R &M Pl R = Bk,
BOH R FE N NARONIELR), TR RE NGBS =, TR = A NS B,
RCYAESH BB AN ANMIE R, I T 5 =07 SR BRI RS N NG BRRT 5TE . R 5%, EL T
£ REMEER TS FR A, REARETE S5HE =7 It E8dE, A2 i E Xl .
IXHEEE =T 0] DLALHE % Fh % FER SEAA, B inIR SR HERT . B S 20 NFHAR A 7] o 84%I7A 45 it ks FH P
Bl o KRB BAHHR A 2 NFIHAD AL Sk . & NERRE, Hid— a4 R R B A 2R
AT A WS DL R 5 BUR BRGEN UG L X el o 7B FABUR 75 R B e S i AR A A BRI 15 =, ik
NANTE 2 Fi e e EAE RSB - VR 113 B 0T R 2 A ZE 8 1 I IBVR AR SR I U 5 AN 36 = D7 3R 15 1A
NGBS A, NI RE AT A P A AN Bk, s Bl s FEEMEmER. F2EEAH
EHBRABOE T RN, ARATABCR P A N . 1 S04 7T R 048 AN 25 35047 B4 N A 4755

’The sanctions issued by The CNIL. https:/www.cnil.fr/en/investigating-and-issuing-sanctions/sanctions-issued-cnil, 2025-05-17, & #f

Y

SE FKME IMRIEEE A AL — RO N B B ARG LIS APP.

https://www.cac.gov.cn/2022-11/03/c1669106604621340htm, 2025 %5 A 17 H.

SRt NRISFIEA NG BRYEY 81— “ER@@e N MNME BRI HIE, T MEnEEN M EREEMNTH,
NERRYPEAALAE, HINERBUT. k. HHSHA AREFRSENANGE BRI R TS, 7

S (RREE A BRSNS HHA-LE4:  “promote public awareness and understanding of the risks, rules, safeguards and rights in relation
to processing. Activities addressed specifically to children shall receive specific attention. ”
Shttps://privacysos.org/blog/your-car-is-tracking-you/2023/9/18, 2025 45 H 17 H.
"https://heydata.eu/magazine/navigating-the-road-of-data-privacy-what-your-car-knows-about-you/2023/10/18, 202545 H 17 H.
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AT DA R SR T RATIEAE, BREROATE. BWAT N, B8 58, HEBAEVRIEMT,
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FHIX L H R i = i AR 5%, AHIX R 51K T BRI FE AL o) @l . %34 Jen Caltrider. Misha Rykov #ll
ZoéMacDonald 7E — WS E A [ 25 ANVAZEAAE,  JRER XTI B8 A w] WS AIAE A BE A A5 B 77 0
T 25 A T, RN HE B AR L A O L ENE A AR, I BRI A
SHTHREBELEMMERSEFZ XA HAME K. SMHPEREFEEE R BRI — N R & .
BRI ZE R IR A R E ERIALE . RBIROL, BEREF W 5E BRI R BN S #dE . thah,
W F IR FRR G S HIE R 0 SRR T [FE, A X 2 A R RAC I R . XS F B TE T 1M
MR EE RS E 0 — 28— S B — O3 R B U047 % DL SOMR (i 1 —— T X e s
R A B AT IR AR 4R R G . 24T, WBGRE AR EA R TIER R E XN FIEE: B
W EERE WEEE. DATORL AN FEG. HANES) . s, mlkfE 55,

AW GDPR [RE, A F] AR TARFEE RGO, A AT AEREE %A N Wb 2 A~ A
KA o 38 AN [ 3 (4 2 A A SR S U PR DG B TR N, 2 VF 22 R AL ANAE 28 ) JE Al  AEAR S B
BIanfE sk F R S N HFE T b, AT Dos i B RAGmE R . i TE S AR R R B A AR 15 R [R]
B, B4R Ee LU mT R AN En S B0 J7 SUHpaR USR5 B, SR AEIE R 3R AT [F) 57T g 2 AR PR sk B DA
BfE. RE (MABEERIE) FH =48R QRERIRZEEHE TIE) 8\ K0E, RAEH
B FARBAR RIS T, A SRR P AN NG E . ERAESLEY, KRR % - [ =i Jr
o ~WREAAAHERBETNFEE. AN, i1SEEF FCLFE . A R R K2,
PR FBENRE AT, ARG L ORI A& VAT B . I E & RABCEM e, RIS
FHERI IR S5 VR R 3l %, REAREZR Y, B “FIm” v, E2mEHmMANGEER. B,
LIREAFURAIRE THK “FE” SARIE “RERFEIE” NS, X8 A Sk
BT X A Frilhigs 7 P R RR BRI ER LT, HIX AT e IRV e Th R “aniR
TEAS P Ay B AT TUSC B ZE 40 5 Tesla ZE AT AT HoAM 2508, iR IR R AT UMT LR . HIE R, KLemy
DRl o & S8 IR RS SR HBERF A B LA B R TP #1556 Web
VO T RE AR ZE T RE) MO T SRR . R AL PR ) R O WO (BB L = m i BB RR AL, R
AT TEIE SIS 1 fiff BB AN A R ZE A0 ) 0] 3L o 3K AT e 2 R BUE B R TR T B P AR B RAE . 7
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