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Abstract

The vigorous rise of digital technology has fundamentally reshaped the entire life cycle of personal
information, from its generation to its application, and information security protection is facing un-
precedented severe challenges. In China, the Civil Code has established the institutional framework
for personal information protection, and the formal implementation of the Personal Information
Protection Law has further tightened this normative system. However, the role orientation and op-
erational mechanisms of civil law in the field of information protection still require in-depth explo-
ration. By clarifying the theoretical core and the evolutionary context of normative development in
the digital era, this study demonstrates the legitimacy and practicality of the private law protection
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approach. It then examines the structural improvements of the civil protection mechanisms from
the perspectives of personality rights maintenance, damage remedies, and contractual control, aim-
ing to contribute intellectual resources to improving China’s private legal protection system for per-
sonal information.
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