Dispute Settlement %Y f#{k, 2026, 12(2), 119-125 Hans X
Published Online February 2026 in Hans. https://www.hanspub.org/journal/ds
https://doi.org/10.12677/ds.2026.122050

Brafxsr TEUBEZEMRER

K648
HIRGER AN 2B, 1008 /B

A

Wk Hi: 20264F1H6H; FAHHB: 20264F1H29H; KA HB: 20264F2H11H

R

BEELTHRIRRE, UERNSHRERIRE T AN MR . MERHLEE BZSH AR DEESE,
PR R AR R AR A B R R R B RIE BAL R AR . B S Sr RSB, Y
5B f&8. RIPRELT R, ERIUA MR X T Al 75 el M A BT 7o LR A9 (B RO 2R B
RIPIRIFEN R . EEEIEN T “HaB” HRREBAEN ‘48" RPFBREAR, RITAaLH
FAHIEEAT AN RE DL R At Y 3R 42 3 P T4 , A BB TR ELAE DA SE—<% - JHIVE VR N B8 HOBUR ORI
AR, BERENIIRE. Fikstx ERAE, FLERIA KHERET B2 RFEAM LR
TRIPEIA R o ARAE MV HHE 9 7 M A-ER S HE SRS R AR, IR T B KR RE T3
SGHFHIEE A, Bk A RS R IR B Td, AR A vER weal e, Bk UARP
RATUBEY WA ERERE . EXEEY, NAESRELFIAER SR8

KR
BRI, AWK, TR, 4GB

Criminal Law Protection of Enterprise Data
Security in the Context of Digital Economy

Yiming Zhu

School of Humanities and Social Sciences, East China Jiaotong University, Nanchang Jiangxi

Received: January 6, 2026; accepted: January 29, 2026; published: February 11, 2026

Abstract

With the development of the economy, the previous economic model has also undergone corre-
sponding changes. From traditional physical information to virtual data and so on, therefore, estab-
lishing an enterprise data protection system that suits China’s national conditions is in line with the
connotation and spirit of China’s modernization of the rule of law. The emergence of new digital
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economy models has provided convenience for information storage, dissemination, and protection.
However, the existing criminal law regulations still have deficiencies in protecting the high com-
mercial and application value derivative data of enterprises, mainly reflected in the ambiguous in-
terpretation of “data”, the unclear boundaries of the scope of “data” protection, the determination
of harmful acts that infringe upon enterprise data, and the application of the charges involved, with
judgments being rather chaotic and difficult to unify. As the ultimate law for safeguarding rights,
criminal law has its modest nature and serves as a fallback. Therefore, in response to the above
problems, it is necessary to improve the existing criminal law to fill the gaps in enterprise data pro-
tection. A hierarchical protection system should be established based on the commercial and appli-
cation value of enterprise data. At the same time, to ensure the vitality of the market economy to
the greatest extent and prevent enterprises from using the data protection system to attack each
other, the modesty of criminal law should be fully utilized to prevent the arbitrary expansion of the
application scope of criminal law under the guise of protection. During this process, the exculpatory
function of substantive determination should be fully exerted.
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