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Abstract

Focusing on Al face-swapping (deepfake) technology in the age of artificial intelligence, this paper
systematically examines its development, social impact, and potential risks. It points out that while
the technology holds positive value in areas such as film production and cultural dissemination, it
also raises issues such as infringement of portrait rights, privacy rights, reputation rights, and cop-
yrights, and may disrupt social order and undermine information security. Through a comparative
analysis of legal regulatory experiences in regions such as the United States and the European Union,
this paper summarizes the shortcomings of China’s existing legal framework in addressing Al face-
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swapping infringements, including insufficient legislative coverage and the lack of specialized laws.
On this basis, the paper proposes that China should accelerate the process of enacting specialized
legislation, clarify the responsibilities of various parties, strengthen technical labeling and platform
supervision, so as to balance technological development with the protection of rights and interests,
and construct a legal regulatory system suited to the digital age.
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