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Abstract

Against the backdrop of the rapid development of artificial intelligence, the monopolization of data
as a critical resource and the protection of data security have attracted widespread attention. Data
monopolization not only undermines the fair competition of the market and dampens the enthusi-
asm for innovation, but also severely endangers the data security system. This study conducts an
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in-depth analysis of the specific manifestations, formative causes and transmission modes of secu-
rity risks of data monopolization in the field of artificial intelligence, and expounds the various chal-
lenges faced in data security protection. It then proposes solutions from the aspects of legal im-
provement, strengthened supervision, establishment of sharing platforms, enhancement of tech-
nical protection and reinforcement of international cooperation, striving to construct an effective
governance framework to ensure the steady development of the digital economy. Platform enter-
prises exploit technological advantages and algorithmic opacity to obtain data in the process of
forming data monopolization, which not only hinders the free flow of data but also widens the digi-
tal divide. Inadequate governance of cross-border data flow and the backwardness of privacy com-
puting technology are the major challenges for data security protection, yet the design of a dynamic
anti-monopoly mechanism may bring forth new governance ideas.
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