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Abstract

In the digital era, cyber violence has emerged as a formidable governance challenge, infringing upon
individual rights and undermining the integrity of the online ecosystem. The case of “Defamation
Against a Woman Picking Up a Package in Hangzhou” exposes the limitations of traditional criminal
law, which centers on individual liability, when addressing collective cyber violence. These limita-
tions include difficulties in establishing subjective intent, proving causation, and the dilemma of
“impunity for the masses”. Digital platforms, by virtue of their pivotal position, technical capabili-
ties, and exercise of “private power”, profoundly influence the evolution of cyber violence; yet, un-
der the “Safe Harbor Principle”, they often remain passive. This paper argues that an effective gov-
ernance mechanism necessitates the integration of platform liability with criminal imputation. Plat-
forms should be repositioned as proactive “gatekeepers” with clearly defined obligations to ensure
information security. Furthermore, a bidirectional linkage mechanism should be constructed: on
one hand, platforms that actively fulfill their duties of prevention, intervention, and remediation
should receive positive incentives; on the other hand, platforms that knowingly or negligently fail
to fulfill their cybersecurity management obligations despite being aware of ongoing cyber violence,
thereby causing serious consequences, should face criminal liability either under the crime of re-
fusing to fulfill information network security management obligations or as accomplices via unilat-
eral complicity. This bidirectional approach aims to establish a governance model of “the state reg-
ulates platforms, and platforms regulate users”, thereby achieving both efficiency and justice in the
governance of cyber violence.
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