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Abstract

With the convergence of the black market for personal information and cyber violence, “doxxing”
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has evolved from ordinary “human flesh search” into a chain-based, industrialized, cross-platform,
and even transnational form of unlawful and criminal conduct centered on the illegal acquisition,
aggregation, processing, and public dissemination of citizens’ personal information, often trigger-
ing insults, defamation, and offline harassment. In judicial practice, the criminal liability of the
doxxing supply chain still faces a number of difficulties, including the overlap of behavioral types,
blurred boundaries in the application of criminal charges, the complexity of accomplice liability,
difficulties in the preservation of electronic evidence, and obstacles to cross-border tracing and ac-
countability. Focusing on the dilemmas and solutions in identifying criminal liability within the
doxxing supply chain, this paper analyzes the behavioral structure of upstream illegal acquisition,
midstream integration and trading, and downstream dissemination and incitement, and proposes
to improve the precision of legal regulation and the protection of personal information rights and
interests by refining the rules for determining constituent elements, strengthening tiered and cat-
egorized accountability, improving the rules on electronic evidence, and promoting interdepart-
mental and cross-border collaborative governance.
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