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Abstract

The widespread application of generative artificial intelligence has brought technological divi-
dends while extending data security risks from traditional information system protection to more
complex and critical aspects of data content security and data utilization security. These risks per-
meate three key stages: data collection, algorithmic processing, and content output. China’s current
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criminal law exhibits certain limitations in addressing data security risks, notably manifesting as
conflicts between the “data control” governance philosophy of criminal law and the developmental
needs of generative Al’s “data utilization”, as well as challenges in determining criminal liability for
Al-related offenses. This necessitates a shift in criminal law’s data security governance paradigm
from “data control” to “data utilization”, alongside further refinement of multi-stakeholder account-
ability mechanisms for Al-related crimes. It is imperative to clarify whether generative Al can be
recognized as an independent criminal entity with full criminal liability capacity.
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