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Abstract

Online review systems, as the core credit mechanism for alleviating information asymmetry in dig-
ital transactions, are facing unprecedented challenges posed by review hijacking practices. By sev-
ering the genuine nexus between consumer reviews and the corresponding goods or services, re-
view hijacking essentially distorts the informational foundation of market competition. Currently,
the regulation of review hijacking under China’s Anti-Unfair Competition Law confronts multiple
practical dilemmas: ambiguous standards for legal application, regulatory impediments resulting
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from technological concealment, inadequate enforcement of platform obligations, and the absence
of effective consumer remedy channels. To resolve these predicaments, a systematic regulatory
framework should be constructed. Specifically, we need to clarify the applicability of Anti-Unfair
Competition Law provisions by incorporating review hijacking into the regulatory scope of both
false advertising and data protection clauses; advance the digital and collaborative transformation
of regulatory enforcement to improve efficiency; strengthen platform responsibilities in rule for-
mulation and technical monitoring; and refine the consumer class action mechanism to enhance
remedy access. Ultimately, through the profound integration of rule-of-law regulation, technologi-
cal rationality and platform governance, we can solidify the institutional foundation for fair compe-
tition in the digital economy.
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