Dispute Settlement {1k, 2026, 12(8), 51-55 Hans X
Published Online August 2026 in Hans. https://www.hanspub.org/journal/ds
https://doi.org/10.12677/ds.2026.128235

ARIRBE R RER SR ESE S H &

rEW, X F
VU R R AR R, DU AT

Wk H . 20264F6 280 FHHEM: 20264F7H29H; &4 HiH: 20264F8H 10H

R

AT, ARAEARTZE R, EREEHAREYRANERER. Mg, R AEEENE
W H R, ERRERABARPERFENE. NREEREME—1, TR & 5K
B, BTRESBMANER, —BEREREAASERATEREERE. R ARERESER
Bl19258Im T NS BERERY:, HAh T AENEEE, EISfREANRS BAERETEEES
BUSEWBE. ALzt RUROIOKTS, S6TEKRARRA], SIARBSER SN &
B, R “RHFE - 2 - R 2 EAER, RAMEA KRR BIHER ] ISR,
BABINT RS A KA E SRR E, BB RHBARRERAERT TS BE, FRAR
MNE BRI MBBRFEF SHTERRERRE.

X 5in
NEARBUE R, B, REARMMEERE, AEEH

The Dilemma and Solutions of Criminal Law
Regulation on Face Recognition Information

Anna Zhu, Ruo Wu

Law School of Southwest Minzu University, Chengdu Sichuan

Received: June 28, 2026; accepted: July 29, 2026; published: August 10, 2026

Abstract

In the digital era, face recognition technology has gained extensive popularity. Nevertheless, illegal
and criminal acts including abuse, leakage and illicit trading of facial biometric information that
underpins such technology have become increasingly prominent, and the deficiencies of the tradi-
tional legal regulation system keep coming to the fore. Featured by uniqueness, immutability and
lifelong relevance, facial information falls into the category of highly sensitive personal information,
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and its illegal utilization will inflict irreversible damage to legal interests. Guiding Case No. 192
promulgated by the Supreme People’s Court defines the criminal law nature of facial information
and fills the gap in judicial adjudication. However, the criminal law regulation of facial information
in China still faces multiple practical dilemmas at this stage. Taking this guiding case as the core
foundation, combined with typical judicial practice cases, this paper introduces the risk society the-
ory and extraterritorial regulatory experience, and unfolds its research following the logic of “prob-
lem raising, problem analysis, problem solving”. It systematically sorts out practical difficulties and
probes into the underlying causes, and finally constructs an optimized path of criminal law regula-
tion tailored to the characteristics of face recognition technology, so as to strike a balance among
the protection of citizens’ personal information rights and interests, the maintenance of network
order and the sound development of digital technology.
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