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Abstract

The deep integration of digital technology into criminal investigation has made data-driven inves-
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tigation a core tool for crime governance, yet its operation creates inherent tension with personal
information protection. Delineating investigative boundaries and preventing undue infringement
upon personal information rights thus poses a pressing legal issue. The responsive, surveillance,
and predictive modes of data-driven investigation differ in initiation timing, intervention intensity,
and operational logic. Problems such as premature initiation, excessive collection, subject spillover,
in-depth analysis, leakage risks, and decision-making biases originate from the traditional regula-
tory framework’s failure to address the structural imbalance between digitally enabled power ex-
pansion and rights protection. To remedy this, a tripartite regulatory system—encompassing power
control, technical governance, and rights protection—should be established via differentiated initi-
ation thresholds, graded review mechanisms, privacy computing combined with blockchain, and
enforceable data subject rights. This would achieve dynamic equilibrium between crime prevention
and human rights protection, steering data-driven investigation from unilateral power expansion
toward constructive power-rights interaction.
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