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Abstract

Against the backdrop of the rapid development of digital society, China faces severe challenges in
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protecting personal information. The proliferation of internet apps and mini-programs, along with
the rise of generative artificial intelligence, has diversified methods of personal data collection—
ranging from passive provision to active submission and third-party sharing. However, issues such
as unauthorized data collection, incomplete data deletion, and excessive permission requests by
apps remain prominent. Generative Al further breaks down the fragmentation of information, ac-
celerating data integration and the risk of misuse. The commercial value of personal data drives its
widespread use in areas like precision marketing and risk assessment, yet this also increases the
risks of privacy breaches and disruption of public order. Although the implementation of China’s
Personal Information Protection Law marks a new phase in protection efforts, insufficient legal de-
tail and ongoing technological security threats—such as cyberattacks and weak corporate de-
fenses—remain major obstacles. Moving forward, more effective protective measures must be ex-
plored through legal refinement and technological advancement.
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