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Abstract

This paper investigates the problem of fault detection in nonlinear networked control systems sub-
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ject to deception attacks based on dynamic event-triggered mechanism. A random variable obeying
the Bernoulli distribution is used to describe the deception attack. In order to save network re-
sources, a dynamic event-triggered mechanism is designed, the corresponding Lyapunov function is
constructed and sufficient conditions are obtained for the filtering error system to be mean-square
asymptotically stable and to satisfy the mixed H, and passive property. The design parameters of the
fault detection filter are given in the form of linear matrix inequalities. Finally, the effectiveness of
the proposed method is illustrated by comparing the dynamic event-triggered scheme with the stat-
ic event-triggered scheme through a numerical arithmetic example.
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Figure 1. Structure diagram of event-triggered networked control system
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