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Abstract

Personal information has significant economic value in today’s popular e-commerce transactions,
and trading through the internet and data has become the most common way, inevitably leading to
prominent issues in personal information protection. The issue of personal information infringe-
ment and illegal use has increased public insecurity and even threatened social and national secu-
rity. This article first clarifies the concepts of e-commerce and consumer personal information,
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and analyzes the particularity of consumer personal information protection in e-commerce, which
has the characteristics of difficult to determine the infringing subject, easy to identify, and easy to
be exploited and infringed upon. Under the current legislative situation in China, there are the fol-
lowing difficulties in protecting consumer personal information in the field of e-commerce: the “in-
form consent” rule is insufficient, and there is no standard for the disclosure obligation of infor-
mation users; the abuse of big data algorithms infringes on consumers’ fair trading rights, such as
the phenomenon of “big data Killing”; lack of typified protection for consumer personal information;
consumer personal information damage is difficult to prove, and it is difficult to prove the facts of
infringement and actual losses. On the basis of the existing difficulties, I propose my own sugges-
tions, including improving rules, increasing punishment, and judicial protection.
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NG REIL TR, R 7 REEE AR 5N NG BB TR A L RIBREE, St— TiEEE I
PRAERE— D ORI T RN NG BAL. W RIEF S IFANEAR, 78 H R SE 5 TP A AEXE DLV ST FE AN 8
(T, AR A T 2B TR 5558 5 il 3 NS BRI IO B SR it A, 2D oe e
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2. BFHFS5HBENAGERHR
21 BFHEFH

TERBHE TS S 5 AT 2R R R R BT, PR T ARMTE R, 5 AR
AW IR, 8 I 2% R S AL 2 AR A A AR LI 7 K FEIX R — R s SRR,
MNEERERE BT, S BAERHS T BINEE T2/~ B BCRA TN E, BN NG BAE H /5 5590
B ORAP THI I Pk . R RS A A CRF RSB AR B EX—MET 7 e, If
P IR AZ 5y AR AN [R)K L7 55 2 A DY 2K

2R k2 [A] (Business to Business, faiffk B2B)RIAZ 5 U7 #5184, X R FARLE B TR 5385
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SCAH IR S ) A 8 1 A A8 B R P A T T R o R R 6 2 SRR — i T ol fEL R P 5 B SR 5,
BT TR & AT B A AN R AW . 5 R AL (BT A LN RN B 3 2 7] (Business to
Consumer, f&iFx B2C), 385 A7 AN AN NP3, ZAUre i S e s iniar, HikJUERE
TG, A BRI AERS o BT ER AL 2 it — RAR A AN T 2 E i W 2% 5 ] DA 3K
B RAB BT . 5 =2 B 2 1] (Consumer to Consumer, fij#R C2C), %3 5 2 i B eE i -7
EVFIE, ST SE TR RS RE GRS, BN AP SRRSO A S TR A ER,
WHARRIELZAEF S FN. i “pifa” . “H” S F PG, WESERTRIETZS 0 4,
FELE L1 55 S 5 R LR BB v o i = 28 DU 22 BURF 5 4k 2 8] (Government to Business, &#K
G2B), TEIXZAE Y EUR R o SORINE &, BUMFIE R 3T bR, Thsell s 2 TR
Gy Foe VALK RRE (TR aallin) St 75 a2k, mEias NG EFRY R E
W& B2C 5 C2C iR, PRI FIE A 158 &) EARIIAEEAN NI 2 -

22. HBREBIMAEGE

FriEH o, WA CHREBGERYNED) 55 2 2040 17 Y M H RIE Pl St 8 v
i BRSSO N S EGEAT A 5 2 0 1 AR BORIE BRI 2 (R 2o ik N Bt 2 A AN T 9
FIFEmg, VR NAAL 4R 5 N 2 B AR B SLR R ERE AR X0, BEXHE AT A RAN IE 2458
Pk B R FDL R B A ENE M T LR AT AR A 2 [1]. RT D ANEERE S HE (DAE R
PHE) B A4 FAE: D NE SR BT B HAl T 2D SN 5 AR R EGE AR ) E AR AT SR AR A
FR, AMEEAACERNEE. 7 W E ORI LR Il R R R Al Ty DSk, ARSI
R 5T BRI MME B B Z VR RS s . NGBk SR BA RN, EZER
I RUH R B RN, BT AR EDS NS BRI R PR T BN

HRFAE N —MBOVR IR IER A, A NG R MEA RN, 46 H MDA E B RH&THE
PEAN NG RARHGRAEN L {3 7 e 32 e 55 e A PR B /T LR A AR NI 2RA5 2, B
AR A G, A RE S S A E RS SR AR e A . RIS
FER L, 5856 EMMRL, Al RESS B BB E B 2, AR DUEESRR,
IR LEAL SRS AR B AR 25, A 10 5 H A B A S UM RITRER ), Ll il Sl 3%
MNE BB R AR VEA R E, HS5 ABUETI S, BOW KA. BB, BRSRE, T
P S B BRI EAE DS KRR AR SR, WRE NG R B EARRAs e, @il
BHETBAlJ0H 8 10 B4 TR RAF T LIRAF IR 2 IRIRIRN .

2.3. BFHFPHEENARRRIPIEHRE

S GEH R AL, 25 BRI R Rn e R AR R, A A
5 S A AL AR AT AR RS 1, (5 BAC B R KRS BTN, T 9 18 H A b DA
SRECEHRANE S, W FHAEAN SR . £ RIEN SR NG BRI RE, NGB
RIS A FANFE S 2018, A NG B 25 G IR A BE DRI 28 1 2 2, Bk — b fRl
WMAT ARG T MNTHRTESHHEED NG DRPIRARNE, Ba T RAGUTILR: B, A
CUfE RALEM BT RSN RER. HHE. B, IR 1, BRELKERRE
RIERAIE AL 5 P E Ja B MPN  FldE AT S e, e RS, W R E AT, WIRA RS T
L NRICERY 2B AR IRYED) B 2 4% I IE VTR TR B (R s R R SS, Ea AE R, 7
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NG B HWCER AN AR BE, JT AR — R R AL S BOHERA 52 A2 — AT — BRI A5 B E .
AL WL E A AR AT MAGE BRI BRRMSG —F 2 d, JREENNERZENRBH
R B2 N ICEUE R BN B A 5~ FE VI~ 7] 5 T8 S A W DO 2 R 5 2t 2R 5T DAL HE
Wi ST AE, A DA i SR S RIE S JE SR RN R BUT MM UF . 56—, Sl 2 E A
FE P B M SIS B D SR AN 2 1 A I S PR T BB, 1 B B DL B RO 2
BHEENE S, BHEIIEPERAN NG BRI AT REVE IG5 =, SPAIHIRE; S5
AN B OHMEZHE LT, RS & i i 2ol 70 A (5 R 2% AV 2 M R AT 2% BE 7 DL 1A AR
EHIRH 2, R e A NS BIRIERANE[2]. HREAET 6 L RaZ U, N1 iE
TRIH IR NG BT SR, ZEE B S N B, ATx B SfE BRI ER
T EA H 55 T 1 2 M FH AR AL B4 SRy 1T

3. REMABERHRIPILEIVR

2RI R SRR B DG R R tAE AW HED , R RAN AN, AP L T
BRI ) A A 2 T 2R ok (e R A . REXS A NG B ORED R, X5
D BAL WS A R AR HREE NRBERIN NG S B kA, #oii. iR i B A R 25 32 4t
R GBI ™ B 2 B, BTN NE B R IRt AE AT 583, MR R .

T 2017 SEMUA AT (B ZENE) » IR — 2R HE TAEAATSEAT I H 1, D9 T ORERR 2% 22
&, YEP A R AN E K 2 A S AR RS A R IR AEAB AL SVEB R AT 12352
TR B0 2% 22 A SE R B — B LR A PRk, AR IR, IER AL SRR, FE Y2 b o DR B o 2%
T E RS RERIBGEORY . R EIRRUE T MRS S iR s R R A NS B, 7 23R
FHE B AR R BRI VEE . 2019 FREMATIAT CBFRISTE) » HORAE 7 55 A A,
R Gz g R A NE R BN BT, MISTA R — k. ZIEBOVRGHIHE 1R
LEEN TG RN RE D NE BB RS L 55 . HWOL T N R By it 251k 6
NG ESERBERAK, JFRUE TALTTRIN . 2021 EBE (RIEIL) AUATHEAT, fEudE & kL, HAr
NEERGR SN B BEHIE TDMNMEERY, DNEEBERRIER 5 ABUE BAHSR, W Rk
HBBEREREE, BHE T ARG T RN EREEZ . MAEREBUE R AR, £ (R
L) B DIBSOME R 1 EREXN NS BRI e, hiRTE T A NE BRI fE (R
ZJa, AP MNEERYE) B 2021 AR, SETE M BT 7T EMBE, wTE A e —
ik nE RS, HARRESE MR T MNEEMETE, A NGBS RN AEE
EEM AT E . EERIIETT, EHE TFSATEBEEMN, i OGBS SRR Bt 22 2 IRy 261D
(WAL G B M) O T o BLAE AN TR B AR BEA A5 B 0 R SR8 s 1 1) e
MIMAE ) SF4%, XL Oy B 1 55 USRI 8 N NS B ORI RS 5 KR . (R I =] ik
BURAT AL, L7 55 B0 NG BRI R IR, HAARZABN R, AR A A8 i U A A s
Tt AT AN A2 (T, AR O TS N A5 AR BL R 10 25 T A2 1 A, 4% S N DR 1 32 0 ) 45 2k B A A5 R Ak
FRF PR L PRATF AR RE A, E FEL 7 R 55 U P TE 1R A NS ARIE S A SR AL B R 2 24 0 DA A€

4. BFRAZTEHBEEINMNAGRRIPFEENERE
4.1. “&EH-EFE" AUNEFEERE
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—HUE, A AREEE TIE RN SN TR BRI I DRSS B B BT IR R G AR S . &K
R b AR AR 2T e A NS BT RIS T, D 1 SE A st /2 b 55 RO MIMR B e R8s o A
I DT e RE . Rk App IREH AT DURIL,  HL7 7 S5 AT Mk A A5 S AR B B 3R A5 2 BRI A
BOE PRI I B MR E O, BT A SR, AR A AR A B BRA PR AL
Rl — B R R A WA S . FREVINRE R BT TR AR B3, K2R
ST App T B3 2 15 Y RS SUARAK, SO R IR 2 P 35 SO E O T A A [3] iR
HREA R FRNTCER M App, BT LUEH ISR S Ay a6k, R A A5 B AR AL
P 2% ik 55 SR At 2 DAL JEAT 35 200 355 SRAETE DU, (ER ST o5 R v S SR DA B 500 ¥ 1 2 el O
PHIRCR .

4.2. RBIREZRR

FERBARIF AR SR, MEEAR R T G SRR SRS R WHRHE DM NMEE TR E
HAHRFEDME . KB ARG A2 Bl (AL Rl 2 F, mT LAV 2% 35 it e i s
T lF 55 S, HRA BRI Bl R R . B NEBAE S5 W& 6 B A IR AR B35
AR EE St AT AR ARG, BRI AR R i BOTR 55 X AN R B NSO [ A i, &% 7 i 2
Mg LB 2 i KRBT R BIR U th S 5w . KER SR & R R A i et
R TTRR, ER AT 9 AR R AR BRI o IS AR T P R A S e ISR R B AT IR, K
SR F N DR I (8 S50 8 T 1R O MBSk BEAT SVE TR .
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H AT, AERRET S LB NE R A S FHUSIS . S ELE. 9% S 5,
BT AFERREAN NG BT AT AN 7028 R4 S0 B AL W] A2y AR AME BAFERRAME S (HEM
) FEE FEAN BT ) ik S e h B AT AR 4 G SE B AR N AT B R, BRARAME B
GG RN N 05 T T 5, RBUE R R SR E S AR SCERTT LA e B 1R AT N
BR: H0EERS S RBA e m] UK HE 4% . AR AL ARG R, 17015 B 1R1E
HUR S BV R il BB AT s, R SISk, WSk TAhAa FREHL EEE. EE, BT
WEREFIFARS D NE BRI AT, Tk (RiEd) @2 (PAEBRIE) #UA NGB
TR . LS EEIRMMBTHRENDINER, AT EEERPTA LT IHARY, R
SRR AR 5 T EHERERIRANIR B, RN AR Bk fR97 4] -
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NG BRI BN T W AVRATE R ELAE I 7 1 5 W MU e T I 2, T2 A R SR 2 77
FEARBEREHEL, IEHRENZ — KA m. E CDAFEERIE) 28 69 K HUE T BN NERRFAD
NG BBt 3 5 3 A5 DA B VA ST R, SR AR, 40 3 W 2 O B0 R A N B2 il (5 2 A
BFAR 2 /DRFIMWr . HE “4FH 7 REES RIS IR, AL B AR R 7 i
FWEE NG, R E R (RIEHE) R S E & A IR0, R BN S IEE
W E L. HAE, ORI HE E SR A R I SR I, R 55T B R A S XU AR AR N R AL B
REAFEEI L, T8 2l e DRIBCSO (5 B RAE IR RS I [5] . iy HLDS S B8R A i sh R Baie: o
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BOH B0 NAF 2RI AR B BOR 78 70 AR B 00N A o R S R o P AR A 58 3 1
R AR U EZARENOTE, R s, SRR E R R, ARG R AT
3 R JEL M Y B 7 SR I R K RIS 4 e K% AR R RS . BT AR, EE A RS R
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5.2. MARKBEEEANLTIERE
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2024 5 7 JRREAT I G 28 B ORIESSREARID) HRUE 1 OREOE R B AL B 0L, MR E A
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EREAR RN 5 B AER RS A 1 T S5 il 2 2 AR AL
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X RERVE R B M5 B RINR R I FERVRBUAE TR EL, PRI B A N MRS BT REPE R, X
BRI o E BN e A A B R ER . MARRAE R 1701 BERAIEARME S, JsIlm IR
W25 X P R RS AT 2K, R A X RAE R E ML R IEAT St — BE . RAER]SK
B[R 1

o, AR L A2 B R B IR STAE, DLSAE IS i S IR WIS R A 3 I 2 IE ST
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