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Abstract

In the era of big data, online payment has been widely used because of its convenience. However,
some online payment apps will read user information such as mobile phone number, geographical
location and address book without users’ knowledge, which inevitably leads to cases in which user
information has been over-read and leaked in recent years. In order to achieve a safe and healthy
operating environment for online payment and effectively enhance users’ sense of security, it is
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found that although many relevant laws and regulations have been promulgated in China at present,
there are still a series of challenges, such as incomplete implementation of laws and regulations,
lack of self-discipline in online payment APP industry, limited technical level of the government,
low law enforcement efficiency, imperfect judicial relief mechanism and weak users’ safety aware-
ness. In order to cope with this situation, we should implement the organic combination of laws and
regulations and industry self-discipline; establish an independent user information supervision in-
stitution; at the same time, we will strengthen public interest litigation and adopt the inverted bur-
den of proof model, thus escorting the information security of online payment users.
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