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Abstract

Data crawling is essentially an automated process of obtaining, extracting and preserving information
from the Internet, and should comply with the principle of technology neutrality. In the event of tech-
nological abuse, malicious crawling will lead to risks to the security of computer system information
systems and the value attached to the data. The current criminal law system is characterized by
unclear protection of legal interests, unclear judgment of violation of the law, and the problem of
criminal law precedence. The criminal law system of data crawling behavior should be clear that its
legal benefit is the substantive value of the information carried by the data, rather than the carrier
security; determine guilt and impose appropriate sentences based on the standard of legal order;
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adhere to the principle of modesty of the criminal law, and establish the criminal law for the pro-
tection of the law protection system. A balance between data protection and sharing should be
achieved in regulating the behavior of network crawlers.
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