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Abstract

At present, the calculation of e-commerce financial data encryption is mostly calculated in the form of
unit independent encryption, and the target encryption efficiency is low, resulting in the reduction of
the final encryption rate. Therefore, this paper proposes the design and analysis of e-commerce
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financial data encryption method based on AES algorithm. Combined with the current measurement
requirements, the financial data encryption key expansion is carried out first, the round key processing
is carried out, and the actual efficiency of target encryption is improved by combining the AES algo-
rithm, and the AES multi-round encryption model is constructed to measure the financial data of e-
commerce, and the data encryption is completed by the output ciphertext and dynamic decryption.
The test results show that: Compared with the traditional new true random number financial data en-
cryption method and the traditional weighted Fourier transform mathematical model financial data
encryption method, the designed AES calculation of e-commerce financial data encryption method fi-
nally obtained a relatively high encryption rate, which indicates that with the assistance and support
of AES algorithm, the designed encryption method is more specific and the encryption coverage is ex-
panded. The encryption speed and efficiency have been greatly improved.
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Figure 1. First round key encryption processing diagram

1. B—RERAMBELEER

DOI: 10.12677/ecl.2024.1341180 528 HLF- 1 45 VF 18


https://doi.org/10.12677/ecl.2024.1341180

SRIEIR SE

ELA N AR

RENLRE A

Al | a2 | a3 O O O At | A5 | A6

U (I H$4E) 1 2 3
RCON1 010000 020000 030000

U (InZEHeED 4 5 6
RCON2 200000 400000 60000

Figure 2. Rcon array encryption key conversion icon
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Figure 3. AES calculates the structure of multi-round encryption model of e-commerce financial data
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Figure 4. G diagram of classification and processing of enterprise financial data
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Table 1. Financial data auxiliary test index and parameter setting table
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Figure 5. Financial data area encryption processing diagram
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