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Abstract

The emergence of artificial intelligence and big data has accelerated the development of e-com-
merce, and the protection of consumers’ personal information has gradually become the focus of
social attention, and the protection of consumers’ personal information has become an important
legal issue. While big data algorithms bring convenience to consumers, they also pose a threat to
consumer privacy and personal information security. In e-commerce transactions, consumers’
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personal information has become an important data resource for e-commerce enterprises, and the
precise delivery of advertisements has boosted the transaction volume of merchants’ orders, but
many merchants illegally collect, use and leak consumers’ personal information in order to make
profits, harming the legitimate rights and interests of consumers. In addition, because consumers
are the weaker party in e-commerce transactions, they are often unable to take corresponding
measures to prevent personal information leakage in a timely manner, and it is difficult to protect
their legitimate rights and interests. Therefore, in view of the difficulties in consumer rights protec-
tion and insufficient supervision in the protection of consumers’ personal information in e-com-
merce, corresponding countermeasures are proposed, which can not only provide theoretical sup-
port for the legal protection of personal information of e-commerce consumers in China, but also
help promote the orderly development of the e-commerce industry.

Keywords

E-Commerce, Personal Information, Legal Protection

Copyright © 2025 by author(s) and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY 4.0).
http://creativecommons.org/licenses/by/4.0/

1. AR

MBI NE BB LS. BFARTRBEUSAESEFE R B BEERERH, HAMUSTER
HRNAR VIR, EReh ™ L BRI LB E 1], BEAE BRI B PRI R R, P2 NATIA 3 ok
THORIER], (R BT St HhERERERENNMANGEE, 4. S5,
BRAR AL Welettbbih . P NEIESREE, XA NAE BRSO B T B P R R I B R, H T Ak R T
B BREEEMROEMNZERE, REMNGE—BPAMIE. FH. SEE, SAHETETR
WM, WERPETE . SIRAAE . RS, ENSE KB READN AN A RPN NS
BRI HLH B0 1 5 238 X TR S M5 0, BT RISAT I AT g Rk i .

AR ] HLIDE ) 2845 B O RAT ISR 49 IR (R B BB 4 R BRI Ge T H i ) ml%n, # % 2021 4
Ji, R P AL 10.32 42, T 84N N5 Bt R 1 IR LU =08 22.1% [2]. BRI, fERT RIS
WU, T AN NG IR I SR WA, R oA N S R R R, R 5 S TR 4
FUEA NG B 8 R B WL EE PSR X [3]. B 2021 4 (N AEBLRYER) MaiAm fsgi, 72
XA NS AR B OGRS (R AT 7B VAR SR, kR A2 F 7 45 U AR T 2 N N
R R Z RN PRI FORE F (4]0 DRI, Qo] o v 5 45 A0k 2 8 A NS B BERGRY, BN T —
AN AR AR AR R 1) B B )

2. BEFEFHIHEEENABRERFRIFEHE
2.1. HBREMAGERRE

MRIEEE CAERORIED SBIUZRME AR, DN SR AR T RENS 5 A BRI BRI 2 10 15 2
SRS € BB 1 S BRI i B AT BT LOC . 5 SRR B AT E AR
FREIBRE L RIS M EET, HRE RN NE R ERRES . BIESiE. BRI ik

'S (P RIEMEA NG BRI 28 4 %.

DOI: 10.12677/ecl.2025.141118 941 HLF- 1 45 VF 18


https://doi.org/10.12677/ecl.2025.141118
http://creativecommons.org/licenses/by/4.0/

EM

Tetbhik . ARATIKS . S 5L A RENE R E L BB AR DN NI 2 o 0778 551 B8 A% GEi 98 A2 T 2
RIS 577 N EAF R R 2200 . AR GETH P — OB 4N HEAT SRS, AR 58 S 5 Jim 3R AR ot B
55 RT FEL TV 9 o DU I8 P 2% SR SR BB it IR 55, 38 SR R S A R i B A . e AE AL
HWE. R RIEEEARERIEBE TS T B RITZ SRR, HLREw IR B NKE SRR T1%
QLS E, PO ATREME R,  t b 45 Tt o™

2.2. RSP AEBHHE

gz T s AL, BRSSPI NE R AR E . 7 S AR IR L AT G i
B ATEHERE, AT SEELRDEA S RO . BT R 55 R B S B N AR, AR
wi W SRAT N, IR LR RS AL NGB A N, BRI B2 8,
Kt ik . A R

2.2.1. AMREIM

B 5 B AR R B FIE A R R, B A FE A KA RE AN 5, RHE 2 b R vT B SR
X IX 8 (] e N NS SRR HE R, AEH RS =B AR, JE SR BT B A, AN IR b 1R 50 H A
W W T RAVRAF[5]. B0 551 6 R B ARG 23 e sk W 4. I se iy s & m]
PN NS BT L5 8, ARTEUSCER B 198 9% 5 A N M5 B R S I 2 I B, RSl 2 4t
TER o AORAREE T B A S IS i, R A AR G Ik vt FLUSCEE 3 A N5 B 2
B A AT

2.2.2. BoRtEIEM

G NIRER, T P AN NS B RIAS T FEA A BR, 38 LR 4 -5 9 9% 2 2 1AL T X T 22 5
s AR . TR T RSHEH, HRENNNE BEML G Lz 445 IWENIK S 2 HE
EARGHEE, BN, WL SRR R WSO RS, AR A RS A R
TSR BUR AR L o

223. HEFREY

FERT RS, HRENDNMERME S ZARE, HRE KT X ZRNE B ARREE.
ARFEAL AR . B DS BB PG SE, ANAF AW L ARy R L A, T 93 1
R ET G, NGB RERVAESE SR E SRR T Gk, ADm RN H AR
AR S SR AT DL R 28 DB B =N — iU 2RISR 2 NE
BTG, BESEVER. BRARER AR, AEARBE, BRS 5B EELARES
[6]0 IXEEAT 2™ EHE T 2 I EVERLES -

3. HBRENMAGERZRFRIPPIZEE
3.1. BFESHBREHENEE

HE N NE BB RARE M AR S, i 2 A T AR s AL, 0 b TR A PR ad A% 4%
Rk, 2 B 9 B 2 B0 F N LEBOUSERAIE I R AE R DL BRILZAh, F P £ 778 55 o DASR
FNHA AR B R ERTE B H B, I HAERL T AR an i AL X seE B 7] —J7 1, BTk
FH MO LK EENOH B AR S, M RE AN NG BB ER, 2L TR R
Y H S EER S S J7 I, HREED NG BRR TG, AR IR A RIEHER A R
HT T P48 READLE (R o, V8 238 X USRI SUESEAE W] H sk, BRI 2 b (0 1 8 A8 B

DOI: 10.12677/ecl.2025.141118 942 TR 4TS


https://doi.org/10.12677/ecl.2025.141118

EM

IR v 3% 2 3E DRI B AR S F B B B S5
32. HFFEAUNENHT RS

R, FEAE TR S S DG BRI E T AR IR SONE RO, TR TS
NGV REE —E R ME IR, R, HT sk Z AR VA S EyLE], B 5 A R DA
HEWERI G o, WETBREBONEG, EET NI EALRE IR AR, M AR A RO
tt. BARBE (DANERRIE) B AHFIE > HEXME 133505 A N E BRI T
&, EAESZE A AIERIEr, FE R FIBUF I RS TP 2 A N5 Bod i I R ks,
SE—ok, ERTREEUAEAR ] E) Hh DUE B ACRANE Y . TARE ARG LU AR B HER 1B D8]

33. T BERR

Al B A M B RZ[0], HXT T RSP RE NG B BT HEE S LA
FREDR AT R S AE H R 2B TGS h, AMER BRI, 1 H R 75T 6 L ZOE NG
BRORBE Y 288 FOBSAARL, PPAEREU R SR 98 I NAE B o SR SRR L A 8 73 HL 78 55 Al
NG M, AREER A E I AN NG E . AR R EA NG R, &
EEAERE I EN, BLSErh L BRI UL FEAE A At 2 DB B, Sk b 2 e R P T
B, BUiAE St R SR R A

4. HBENMANGRZERIPERERE
4.1. BBELE

VESLGE— Hm R E U, R IS AT TR E ST, RS TR AR Sl A . Ho—, R
KREARBN, F-THEE TBIE BAKT, A BREE . N T RS BOAR ORI S5 A5 B A i S 0
HA5EBRARFEE LR, Ik ZiER, MAEERRP B ERRABARUTEL Bl AFER
BEAT I, AN NS B BE R L 2 JR B A I, R PN T RE NS Wi 48 A AT 8 A Y
[10]. H=, WA REMRAE, EEEETERERALBK. RAHESKRNT G4 LR E&iz
He K=, RO AT S AL, ENUTRIGERE, XEEEMAT T B

4.2. Bkl EE

TERA NG BAORYHIBE A S Ah 78, LRSI T 5 AT W iy R R R B AN THAT Mk B AL A 58
H[11]e B R EE A TR BRI AR S, 158 D NE BRI, el idesE g
A B E NG B SR, ERZAHEE 3 DG BRI IEE. 7 A HRAREA AT E AR
FEs AT DU R A T YA B0 1 ROR AN A il L e e 8212 78 70 ACHEAT M B AR LR F [12] £ENCER
ity ACERL FIAREAS R, TR A5 Al R SR N NAR BRI BN, M S R
TRAPH B A NG B AIRTESI R, MVEAN NG R AUEE . (AR . R et M BOR T B R
MNE R W 24, sk, Uil B mss. FR, BT A, ST WEAARE,
HEB Al 2 18] AR T BB A 203K

4.3. HSEHBREHENEIR
HHRHETIITHFE SIS EG AT DANGBE, THEWEIT R ERILHEFHEE N NEEN

22 (hAE NRICRIEE BRSE) 58 60 %

DOI: 10.12677/ecl.2025.141118 943 TR 4TS


https://doi.org/10.12677/ecl.2025.141118

EM

1, ZEUZPIIZERRS HCRER, RAEMNHEEARG R, "D AEEEIR, AR b
SEEAN NG BRI I T, A QM EA I 13]. nssnt il 2h & I B0E FIEAR, SRl BN
SR RORMAERGE IR . 8L 2 FhUSE A 338 3 A NG BRI RRA RS, SIS AR T
SRS FIEHER M NEE, ERRP DN . 588 B AL, PR 2 M ERUSAS, 9
PETLERE . R AEBURIE . FIRy, NBIHIE AR AE, IR BIEAT AR IR, SR RETE A

4.4. RESEINERE

TERL LA T, Mo S BRRE R, ARG UORR G L4 A Sl ARG R
B[ 14]. TERITESEE, FNENLCHE AL B TR 25 S, EBURIB “if I M0, Ry
WHEA NS BB E kR Ok, T S R SR . AT, AR A, WIREA
WS ALAE L (S48, T LALE S 30 SR AIE IR 228 S SRR IR IR A1, S S S LA & 3
LR SR T, L R T & AN O TR B LR LUK P8 K 1 B 2R 0k R
UEHE, MUCF RS, SRR RN 7 A E AL R G R IIES: A B B AT L%, i ELiE 4 B
TR BB B B B ERCR IS &

5. &5

HI L7 T 95 AME BRI AN SR AR R, 3 2 B AR IS HL T 7 95 U 22 B fELAE P e
KA S, JAER, BRI 13 28 A WA R T3 5500, LR A EAR BUAR 47, (D AE
BARYIED) B GO 9B DG BRI IR 7 EEARE R, (EHBOREA B I, B REA
MNE BRI R TR BB, BT 5 3 NG RIEER R R A E R MR A . 5k, TE
AW SRR LR P & M, IR AT T2 W B, A RER R FBO B G 2 AT IR, K,
TIN5 BRI A ATl B A, AENSCER T 2 S NAB SN, FRLRS Ao lb A A BTG A SRR AT, s g
MNERERZE AT, ABTEBEOR, PiEH s NS SR BRI Ah, SRR e 2 4ERL fE
DRI e #AE N I IK —J7 16 2 & B ICEE 5T, TR T AL BRI R 2R, UOR IR o 77 9547
b i e A R R Bt 2 1) A A

SE

(11 AEH. 7R 55 P S NG R ) 25 OR 37 —— LAY 2 3 ORI A A [CL/ v B B K22 R 2 B i e
(LpR2mi ) Q021 F55 22 & &5 70 B)—— T EBGE R REERTCE. Ll Bilg AR,
2021: 9.

[2] https://mbd.baidu.com/ma/s/VjYPdfgf, 2024-09-20.
[3] BEXE. RSN SN NG BRI R AHT[I]. FE RS, 2023(11): 44-46.
[4] 7RSE. @ (Riki) 5ANERARIE) KGRI EHERA, 2022(3): 19-30.
[5] SRfEng. 7550 2 A NG BOEEORY A A 78 [D]: [0 5] MR MR ZRVERDLR 2, 2024,
[6] ZkENE. HTRS I S NG BAUNE ARSI, BB K HL, 2021(12): 50-54.
]

AR, F R 45 AR K E R B 5 AN B B AR 0T 5 ST SR [T]. 1L 7 4R B0 A BT B AR, 2023,

36(4): 89-92.

[8] WMk HFREEHIEMNANGEET WA ——ET 6 2 12 FHEMAFERABORSIEP R[], KEHT
KRS RLERR), 2022, 43(3): 102-112.

[91 A —H. WA EAT BT 6 XSRS S 8547 BT 78 [D]: (120018 30]. PA/RTEE: BIRIT K2,
2023.

[10] “4B5&, it HFRESER T MAEERPHAD]. FEZEFTI(H), 2021(7): 83-84

DOI: 10.12677/ecl.2025.141118 944 TR 4TS


https://doi.org/10.12677/ecl.2025.141118
https://mbd.baidu.com/ma/s/VjYPdfgf

E

(1]
[12]
[13]
[14]

TMICH, ML LTRSS MRS ANE BRI AR, 2024(6): 14-15.

REAR, BRMEEH. KBRS H T B2C TR ANNE BT I, LI 8 BS54, 2021, 23(2): 26-33.
gy PRSI N H E NG B RNERRIIR ], R E T, 2019(31): 185-186.

TR, A BREMEAR AE BRI L[], BOEFT, 2020, 37(3): 59-68.

DOI: 10.12677/ecl.2025.141118 945 TR 4TS


https://doi.org/10.12677/ecl.2025.141118

	电子商务消费者个人信息法律保护问题研究
	摘  要
	关键词
	Research on the Legal Protection of Personal Information of E-Commerce Consumers
	Abstract
	Keywords
	1. 问题的提出
	2. 电子商务中消费者个人信息法律保护概述
	2.1. 消费者个人信息界定
	2.2. 电商交易中个人信息特征
	2.2.1. 可识别性
	2.2.2. 较强传播性
	2.2.3. 易受侵害性


	3. 消费者个人信息法律保护的现实困境
	3.1. 电子商务消费者维权困难
	3.2. 电商平台监管机制不健全
	3.3. 行业性自律不足

	4. 消费者个人信息法律保护解决路径
	4.1. 加强监管力度
	4.2. 强化企业自律
	4.3. 增强消费者维权意识
	4.4. 合理分配举证责任

	5. 结语
	参考文献

