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Abstract

Driven by “Internet+” initiative, e-commerce has been developing rapidly, with consumers' personal
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information becoming a critical resource. However, infringements of such information remain fre-
quent. Although China has enacted the Personal Information Protection Law of the People’s Republic
of China (PIPL), judicial remedies for violations in the context of the evolving e-commerce industry
remain insufficient. This paper analyzes the necessity of protecting consumers’ personal information
in e-commerce, identifies the status quo and harm of infringements, and focuses on judicial relief
mechanisms. It highlights several challenges: the unreasonable distribution of the burden of proof
in infringement cases, excessively stringent evidentiary requirements, and inadequate judicial pen-
alties. To address these issues, the paper proposes targeted improvements, including a rational re-
allocation of the burden of proof through the introduction of a burden-shifting mechanism; relaxa-
tion of evidentiary standards for consumers by adopting a “high probability” threshold; the intro-
duction of punitive damages with clear compensation criteria and linked determining factors.
These measures aim to establish a more comprehensive judicial relief system, safeguard consumer
rights, promote sustainable and healthy development of e-commerce, and ultimately contribute to
advancing the rule of law in China.
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