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Abstract

Global cyber threats are becoming increasingly severe, as one of the root causes of network security
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incidents, information security vulnerabilities have gradually become an important part of Cyber-
space Security Strategies in various countries. Disclosing information security vulnerabilities has be-
come an important part of national network security emergency system construction. This paper uses
sequential game theory to analyze the vulnerability disclosure strategies among software vendors,
third-party vulnerability sharing platforms, hackers and users, to reveal the optimal strategies of each
party in different situations, and to clarify the impact of information asymmetry, cost-benefit and
other factors on decision-making. The results show that software vendors decide whether to disclose
patches by weighing development costs against potential reputation losses; platforms determine
whether to publicly disclose vulnerabilities based on their informational advantages and expected
returns; hackers launch attacks by assessing the success rate of intrusions and potential gains; and
users choose whether to apply fixes based on risk assessments of vulnerabilities. This paper provides
a theoretical foundation for optimizing vulnerability disclosure mechanisms and enhancing infor-
mation security management, and it holds significant implications for improving the overall infor-
mation security governance system.

Keywords

Information Security, Sequential Game Theory, Vulnerability Disclosure, Information Asymmetry

Copyright © 2025 by author(s) and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY 4.0).
http://creativecommons.org/licenses/by/4.0

1. 5|

G RRH B EAREHHE H, EEZHBAAER N FER, B EEE R RS FEAh R A s
PERIA R B R VSRR, 8 568 = IR L =0 & B 15 B 2 2RI EF 6 (CNNVD)Giit, i 3 43R EHr
B8 38 F BRI P R AR K 20% 75 45, DRI 51 R 15 8 22 A 0 il i 4 5545 2R 8 1000 1276,
M 2017 4 CNVD Fr#i@ s, mfa. Pfa. IRaIEXT R e E R 5508 88.46%. 83.78%.
75.14%. 84.78%. iXHt AN ATk —ANEER, WRPBRIRIAARERE R0, WREEHEESA
27 oK B 22 S B2 A I B 28 Ry SR e B AT SR (T bR 2 A5 P B A TT B ER A, A
FAIRTAAN T MR R e, BER PR Bl HZ 8 P i N B35 T 6 A E AT K,
VUV A AL I P U AR T B R AN A2 s SRR R IR R V) St SO IR R R 52 T, AN RIF R4 ) R
PRI . AR b EEBEM S IRIEE B EMGE A ALY it HIER S, Insess =5k
TS G M) G R RGN G E T AL B, £ E E R R RS, o
Je B e R HL S F R TR A F s EE I ). DRI, AR SO SR 7 SR 5 VAR 72 28 = I T L =0 & f %
BB R RS 2 (B AT N SR, e AT B =0 SR G TR TR JE A R R R R A A R kb T b R A

\\\\\\\\

2. FHR3CHk

B R Z AN PR R SR =T S s E N A TR BN EUE, REE FT 684
TG, FEXTHIEATH R, ROl B R pN. BE, BN R AT AN T O A, RS HTT
PN TS 2R S A3 b DL SE BN TR R 5B E TR . W48 22 2T i L2 O M
2% oz RSP A (K F LI, 0 B UG AN 3P U % 5 S B FH[1] - 2002 4856 B (9 €= BT
EE) HIES 404 2R EOR BT R AR AU B H BRI TR KR, AR I SE R 1 R %

DOI: 10.12677/ecl.2025.1451456 1743 HLF 7 55 Ve


https://doi.org/10.12677/ecl.2025.1451456
http://creativecommons.org/licenses/by/4.0/

IR AR L= 5. Gordon A1 Loeb (2003) 1 4642 Hi {5 B % i L =41 [2]. Cavusoglu %5(2007).
Ranshotham %5(2008) % T 7 37 [ I I 4 S AL ARG 250, 00 3 A5 Al A =0 ARt s S Xt LG 49 A7 [3]
[4]. Gordon %:(2010). Lei %(2011). Wang %5(2013)%5t — DAk 5 B AL ES I 7 2 A e T Bk 55 5
b 8 2 18] 9% R [5]-[7]. Tang A1 Whinston (2015)3E T A 2 ML Bt 115 8 22 45038 0 i 4 FE ML 1)
[8]. Mitra 1 Ranshotham (2015) IR 5% Lt 28 FY A 45 3 AL 7545 JE 22 A iR L 2 i 2 Hoxof B2 5L
AT AP AR, FEWTIT T A R LA T O A R NN FH R A AR B [9] . Hausken (2017) A1
Ve 3% I VR 48 53 T S R I 1E 280N B A7 AE B S THT RS [10] . BN AE S WLZ T L, 23 P E (2013) . RS
(2014). 7K ¥555(2016) & M E SR NG . VARSI SR 20, IR E N SR E . RO & EE R
LA YR A R VA B A K 22 S MR [11]-[13], 48 P [F) 2 05 E AR A AR T B 2 I 2 22 4 PR B B U
[14], WOWET b, G285 TE B2 ARG E M OSBRI E 4, &5 (2014) 2 (5 B2 4
PERIFEMER[15], HFEETH P25 EIR16]. BB IS A fI FEE R [16]-[18] [T Ml [19]. Si%f B e FliE
FELHE I 10 [20] S5 S0 A 2 R4S 2 22 iR v 2

TR 95 i L =2 IR S NS B2 WA B 207 20, H 24 T4 TR an ey 37 2 1 4 e L =
WU 2 U VR 48 5 DRSSy, RV VIR 0L T B 48 8 1) 1) R, AR bR R S8 A R 22, HLAN () 11 I VR 48 8 5
W&, SPERAFR P AR 5 =07 IR S ST G SR 28 A OC T 1 ) s A AR KN
3. BERigS5HE
3.1 EHERE

4TSI T, Gl o RIS AP S BE NS, AR B A A A
ATHRERI SR A . — BORSeER A ip A 2 AU, EAE R0, T4 AR L %R IR X fr e
FAAE AL IR 8 () R A R R T, X TGS 2 2 R A I P R P e SRk 2k

e i I ZARAF LR i, Te{L2), TEWIMRM O %I, AN TI, S A P
HEAN, . £t Mz, AETFRI TR RRE, X ERREAE = rRALETE. T8
WEME B )G, 2T B AR BT VRS 5% 58, 2 BRI G AR L RS, R 2 7 & At A
FEIR TR BT B AT ), XA AR T AN I T AL B AR 2B G F B

AR R TEAF RIS B 5, T RN 2 DI R IF AN T 2 A bR T, 3X — I ]
AR AL S R IR AN TP EE L, WA po TR, B BERIRT 1 AR LRI 2 B FLAk R
AN T, B p < p,o $ERK, ABALEE ARG FHAS B A1 B e TR 78, HARARARL R I 1,

TS A B HER R IR TR AR T 7EF & RIS SRR A A TR (t, < p <t +T,p, 2 py) s

TE5E B: PN RGIRIR AN T 7EF & IR S B4 A 2 548 (p>t, + T, p, 2 py)

iz WBBEA, BITERIGET A8, SR IR AR 7E 1A
) | MRBERRARIRIANT R R AR T
0‘ to \\ to+T :
IR R BRI — \

[ BRI B4
REERE RS

Ji1E BB A 2T
A, PA LB AL
IR B

Figure 1. Model idea diagram
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