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Abstract

This paper focuses on the imbalance between technological innovation and legal regulation in
online payment, exploring the path for protecting consumers’ rights and interests in the digital
economy era. It first defines the “financial-technical” dual attributes of online payment and the
scope of “digital consumers”, and deconstructs the traditional tripartite subject legal relationship
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and the new legal relationship changes brought by smart contracts. The analysis reveals that there
are currently problems such as technically hidden infringement of the right to know, unbalanced
distribution of responsibilities for fund security, and abuse of biological information. By drawing
on the experience of the EU’s PSD2 in strengthening data control and open banking rules, as well as
the US EFTA in rapid dispute arbitration and hierarchical supervision, it proposes improvement
countermeasures: establishing a multi-level normative system in legislation with a special chapter
on digital consumer protection; building a sandbox supervision and RegTech dynamic governance
system in supervision; and innovating blockchain evidence storage and online arbitration mecha-
nisms in dispute resolution. The research aims to balance technological innovation and rights pro-
tection, providing a reference for the legal theory of the digital economy.
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