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Abstract

In the context of the digital economy, the virtualization, convenience, and broad scope of e-com-
merce have reshaped transaction patterns while posing new challenges to consumer rights protection.
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Information asymmetry in transactions, misuse of personal data, and inefficiencies in remedy mech-
anisms have left consumers facing both institutional and practical obstacles regarding the right to
know, information security, and legal remedies. This paper analyzes these issues from three perspec-
tives and proposes refining information disclosure standards, establishing a full-chain personal in-
formation protection system, and improving diversified and accessible remedy mechanisms, thereby
forming a protection framework integrating ex-ante prevention, in-process control, and ex-post re-
dress.
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