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Abstract

Online shopping is one of the fundamental activities on the internet, and it also involves core issues
related to the leakage and protection of user privacy. This paper focuses on the protection of
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personal information on online shopping platforms. Based on the theory of the privacy paradox, it
analyzes privacy breach cases from the past five years using case study methods. The article ex-
plains the specific manifestations of the privacy paradox in various stages of online shopping and
delves into the reasons behind it, including the driving force of economic interests, technical vul-
nerabilities, and the weak privacy awareness of consumers. It reveals the dual impact of privacy
breaches on both consumers and the industry. On this basis, the paper proposes measures to en-
hance consumer awareness of privacy protection and improve platform privacy protection systems.
It also discusses the challenges these measures may face during implementation and looks ahead
to future research directions.
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