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Abstract

With the rapid development of the digital economy and e-commerce, consumers’ personal information
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has become a core resource in online transactions. The collection, processing, and utilization of such
information have not only promoted the innovation of business models but also brought potential risks
such as information leakage and abuse. Although current laws have made certain regulations on per-
sonal information protection, there are still deficiencies in their implementation and system con-
struction. This paper takes the e-commerce scenario as the research object, defines the concept and
characteristics of consumers’ personal information, sorts out the current protection mechanism’s
predicaments, and focuses on analyzing the practical problems such as insufficient enterprise secu-
rity awareness, weak accountability mechanisms, and fragmented legislation. It then proposes reg-
ulatory paths for personal information protection from aspects such as strengthening enterprises’
primary responsibility, improving the punishment system, and establishing a unified legal system,
aiming to provide reference for the improvement of the legal protection system for personal infor-
mation in the e-commerce environment.
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